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h i g h l i g h t s

• A User Identification Model solely based on User Generated Content across social sites is presented.
• A solution to UGC-based user identification is proposed.
• The importance of spatial, temporal and content similarity for user identification is identified.
• The user identification experiments based on three ground truth datasets are conducted.
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a b s t r a c t

Matching user accounts can help us build better users’ profiles and benefit many applications. It has
attracted much attention from both industry and academia. Most of existing works are mainly based on
rich user profile attributes. However, in many cases, user profile attributes are unavailable, incomplete or
unreliable, either due to the privacy settings or just because users decline to share their information.
This makes the existing schemes quite fragile. Users often share their activities on different social
networks. This provides an opportunity to overcome the above problem. We aim to address the problem
of user identification based on User Generated Content (UGC). We first formulate the problem of user
identification based on UGCs and then propose a UGC-based user identification model. A supervised
machine learning based solution is presented. It has three steps: firstly, we propose several algorithms
to measure the spatial similarity, temporal similarity and content similarity of two UGCs; secondly, we
extract the spatial, temporal and content features to exploit these similarities; afterwards, we employ the
machine learning method to match user accounts, and conduct the experiments on three ground truth
datasets. The results show that the proposed method has given excellent performance with F1 values
reaching 89.79%, 86.78% and 86.24% on three ground truth datasets, respectively. This work presents the
possibility of matching user accounts with high accessible online data.

© 2018 Elsevier B.V. All rights reserved.

1. Introduction

In the last decade, many popular social network sites have
emerged and the number of monthly active users has also grown
quickly. As of April 2017, Twitter has more than 319 million
monthly active users, and Facebook has 1968 million monthly
active users. Sina Microblog,1 a popular Twitter-style Chinese mi-
croblog service, also has more than 313 million monthly active
users [1]. These social sites have changed the waywe interact with
each other, and make it simpler to stay connected with friends.

* Corresponding author.
E-mail address: lyj@nwpu.edu.cn (Y. Li).

1 http://weibo.com.

Normally, people tend to use several Online Social Networks
(OSNs) simultaneously. For instance, an individual uses Facebook
to keep in touch with his friends, uses Twitter to post news, and
uses Foursquare2 for location-based social activities. Aswe expect,
his social activities and connections are scattered on several net-
works, so his online data on a single site is often incomplete. If we
accurately integrate these sites, we can build his better and more
complete personal information to improve online services, such as
community discovery, recommendation.

To integrate OSNs, it is essential to match user accounts across
sites. Matching user accounts is also called user identification, and
anchor linking [2]. There are some existing works which discuss

2 http://foursquare.com.
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possible solutions to this problem (see Section 2 for detail). Many
existing works addressed this problem based on the rich user pro-
file attributes [3,4], including name, birthday, hometown or work
location, gender, education, profile photo. Due to personal privacy
settings, it is costly or difficult to obtain the above attributes. On
the other hand, these attributes are also easily faked for special
purposes. The above limitationmakes these existing schemes quite
fragile [2]. Some researchers leveraged the friendship network to
identify users [2,5,6]. Taking into account personal privacy, most
of users usually make part of the friendship network public. Even
if we can obtain the user friendship network, these connections
are also sparse. These existing user identification methods based
on friendship network are plagued by the above limitations [2].
Some researchers also employed User Generated Content(UGC) to
identify users based on posting time, location and writing style.
However, in existing works, the UGCs often are used with profiles
or friendship network together to identify users, so these solutions
face similar problems as described above.

The UGCs posted on different sites by one user usually contain
rich information redundancies.Meanwhile, users oftenmake some
of their UGCs public and these public UGCs are easily obtained.
Intuitively, we can identify users merely based on UGCs, and the
UGC-based user identification could break through the above lim-
itations. With its value and significance, the UGC-based method is
surely very challenging. The first challenge is writing style, which
is usually difficult to be extracted from short UGCs. The number of
UGCs user posting publicly on different sites are seriously imbal-
ance. In this work, we focus on UGCs across OSNs and present a
novel framework to tackle user identification. As we know, this is
one of the few works on user identification solely based on UGCs.
This method could be applied jointly with other feature-based
algorithms for better identification performance. This work makes
four contributions as following.

(1) AUGC-basedUser IdentificationModel (U-UIM) acrossOSNs
is presented. In our real life, an individual usually posts the
same activities on different OSNs. The more similarities in
two user’s UGCs, the higher the probability that they belong
to the same offline individual. We formulate the UGC-based
user identification problem as the similarity measurement
on two user’s UGCs, and further subdivide into spatial simi-
larity, temporal similarity and content similarity measure-
ment. Then we employ the supervised machine learning
algorithm to address this problem.

(2) We present a supervised machine learning based solution
to user identification solely based on UGCs. We first present
several algorithms to measure the spatial similarity, tem-
poral similarity and content similarity of any two UGCs,
respectively. Based on these algorithms, we extract the spa-
tial features, temporal features and content features from
UGCs, and then pour them into a cascaded three-level ma-
chine learning based solution framework. Finally, we ob-
tain a three-level classifier. In this classifier, we fuse the
information redundancies of spatial, temporal and content
dimension for user identification.

(3) Several user identification experiments based on three
ground truth datasets are conducted. We study whether
the base classifiers have impact on user identification ac-
curacy. The results show that GraBoosting works best on
three datasets. This helps us select a better base classifier for
our experiments. We compared the proposed solution with
existing works. The results show that the proposed solution
enables to provide better performance.

(4) The importance of spatial, temporal and content similarity
for user identification is identified. Eight similaritymeasure-
ment algorithms fall into four classes. The spatial similarity

holds the 1st place, the common string related similarity is
on the 2nd class, the word vector related similarity algo-
rithms is on the 3rd class, the temporal similarity ranks final.

The rest of the paper is organized as follows. We first introduce
the related works in Section 2. Then in Section 3, we describe
the preliminary concepts, and give the problem formulation. In
Section 4, we present the solution framework and UGC-based user
identification across OSNs. Then Section 5 shows the experiment
results on social networks. In Section 6, we conclude the paper.

2. Related works

In an OSN, a user usually creates an identity and constitutes
its three major dimensions namely Profile, Content and Network.
Each dimension is composed of a set of attributes which describes
her and differentiates her from others [7]. Existing works on user
identification are mainly based on these three dimensions or the
hybrid dimensions.

In some existing works, the researchers presented methods
that only used profile attributes to identify a user across sites.
Liu et al. [8] matched user accounts in an unsupervised approach
using usernames. Zafarani et al. [9,10] presented aMOBIUSmethod
to identify the user across sites based on the naming patterns of
usernames. Perito et al. [11] introduced the idea of using user-
name to match multiple online accounts of a user across sites. Liu
et al. [12] analyzed usernames’ characteristics including length,
special character, numeric character etc., andproposed aweighting
function of user identification based on the above characters. How-
ever, username is not always available, and even in some situation,
the username is a numeric string automatically assigned by sites.
This makes these existing schemes fragile. Motoyama et al. [13]
extended the profile attribute set, and used name, city, school,
location, age, email etc. to match user accounts. Iofciu et al. [14]
used the similarity between users’ profiles to identify users. Abel
et al. [15] aggregated user profiles and matched users across sys-
tems. Raad et al. [16] addressed the user identification by providing
amatching framework based on all the profile’s attributes. The pro-
posed framework allowed users to give more importance to some
attributes and assign each attribute a different similarity measure.
They concluded that user accounts could be accurately matched
based on a set of attributes. However, the profile attributes do
not require exclusivity and are easily faked by users for different
purposes.

Some existing works studied the user identification problem
solely based on user network. Zhou et al. [2] proposed a friend
relationship-based user identification algorithm. It calculates a
match degree for all candidate user matched pairs, and only
pairs with top ranks are considered as identical users. Narayanan
et al. [17] solely used network structure to analyze privacy and
anonymity, which is closely related to user identification issue.
Korula et al. [18] presented a mapping algorithm based on the
degrees of unmapped users and the number of common neighbors,
using two control parameters to fine-tune performance. Owing to
the privacy setting, in many cases, the users’ friend networks are
not public and accessible across sites. Researchers attempted hy-
brid approaches to solve this issue. Bartunov et al. [19] considered
both the profile and friend network, and proposed an approach
based on conditional random fields to identify users. Bennacer
et al. [20] also used the friend network and the publicly available
profile to iteratively match profiles across social networks. Malho-
tra et al. [21] used the user profile and friend network to generate
the user’s digital footprints, and applied automated classifiers for
user identification based user’s footprints. The above studies show
that the friend network has forceful and robust features for user
identification. However, this information is often sparse, because
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