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h i g h l i g h t s

• Weaknesses of a previous authentication scheme for GLOMONET are pointed out.
• Requirements of authentication for GLOMONET in smart city are summarized.
• A robust three-factor authentication scheme for GLOMONET in smart city is proposed.
• Security analysis and comparisons with other related schemes are illustrated.
• Analysis and comparison results show our scheme is robust for smart city environments.
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a b s t r a c t

Smart city is a development tendency of future city, which improves almost all aspects of quality of urban
residents’ life by adopting Information and Communication Technology. In smart city, people can interact
directly with the community and the infrastructure at anytime and anywhere, where GLObal MObility
NETwork (GLOMONET) is an important network infrastructure for smart city. Recently, Gope and Hwang
proposed an efficient authentication scheme for GLOMONET. However, we find their scheme lacks session
key update and wrong password detection mechanisms, and vulnerable to denial-of-service attack.
Besides, the session key can be knownbyHA (home agent), and perfect forward secrecy cannot be ensured.
Furthermore, in their scheme,HAhas to take heavy secret keymanagementwork. Based onpreviouswork,
this paper first summarizes the security and function requirements of authentication for GLOMONET in
smart city environment. Later, this paper proposed a robust biometrics based three-factor authentication
scheme for GLOMONET in smart city. Security features of the proposed scheme are analyzed in detail, and
comparisons of our scheme with other related schemes are illustrated. Analysis and comparison results
show that our schememeets the preconcerted security requirements of authentication for GLOMONET in
smart city environment, and it is robust for GLOMONET in smart city environments with higher security
requirements.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction

Smart city [1] is a new urban development vision to improve
all aspects of urban residents’ life quality by integrating various
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information techniques, such as big data, cloud computing [2–5]
and Internet of Things. By using smart city technologies, people
could build series so-called smart environments, such as smart
home, smart library, intelligent transportation system, smart
healthcare, and precision agriculture. These smart environments
allow user to enjoy smart services [6,7] at anywhere. Ubiquitous
network access is an important foundation for these smart
city applications since network is a crucial pipeline for data
transmission in these smart city applications. GLObal MObility
NETwork (GLOMONET) plays a vital role in development of smart
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city, which provides roam services for mobile user, and makes
mobile user access network anywhere. Generally, there are three
types of participants in GLOMONET, i.e. mobile user (MU), home
agent (HA) ofHA’s homenetwork and foreign agent (FA) of a foreign
network. First, a MU registers at HA, and then MU can access
services even if he/she roams into a foreign network (or FA) beyond
the scope of HA’s jurisdiction. Since the open characteristic of
wireless channel, GLOMONET is full of attacks since it attractsmore
adversaries’ attention. Therefore, security and privacy protection
become a major challenge of GLOMONET in smart city.

Authentication is a basic and easy implement mechanism to
guarantee information security in network applications, and it is
widely used in almost all information systems. Based on a path
breaking study [8] on user authentication via insecure channel,
many authentication schemes are designed by researchers for
different environments, such as e-health [9], and wireless body
area networks [10,11]. Generally, there are three types of elements
used for authentication, i.e., password, hardware equipment such
as smart card, and biometrics. With the increasing attack ability of
adversaries, new means of network attacks emerge in endlessly.
Single factor based user authentication schemes [12–14] have
been unable to cope with some business with high security
requirements, such as in mobile payment and smart healthcare.
Later, multi-factor authentication schemes [15,16] are proposed.

In GLOMONET, authentication is also an important mean to
guarantee the security of the system, which allows FA authen-
ticates a MU with the help of HA before MU accesses to FA. In
2004, Zhu andMa first proposed a user authentication schemewith
anonymity for wireless environments [17]. However, Lee et al. [18]
found that the scheme of [17] is vulnerable to forgery attack and
failed to achieve mutual authentication, and they designed an im-
proved scheme to remedy the weaknesses. Later, Wu et al. [19]
pointed out that both Zhu and Ma’s scheme [17] and Lee et al.’s
scheme [18] cannot protect user anonymity well. In 2009, Chang
et al. [20] showed that the scheme in [18] is incapable of offer-
ing the feature of user anonymity, and they proved that a ma-
licious mobile user of a HA can gain other users’ identities who
had registered at a same HA. To remove the weaknesses of Lee
and Hwang’s scheme [18], Chang et al.’s [20] also proposed an im-
proved scheme. Unfortunately, their scheme was found unable to
provide anonymous features [21] aswell. In 2009,He et al. [22] pro-
posed a strong user authentication scheme for GLOMONET. There
scheme is suitable for power limited devices since their scheme
just needs to performsymmetric cryptographic algorithmandhash
operation. However, Li and Lee [23] found some flaws of scheme
in [22], i.e. their scheme lacks user friendless, cannot provide un-
linkability of a user, and the session key can be predetermined
by MU . To remedy these weaknesses, Li and Lee [23] proposed
an enhanced scheme for GLOMONET based on the intractability
of Diffie–Hellman problem. In 2011, Yoon et al. [24] designed an
anonymous authentication scheme for wireless communication
using digital certificates. However, Niu and Li [25] pointed out
that their scheme cannot provide fair key agreement, and the ses-
sions from a special user can be traced by an adversary. In 2013,
Jiang et al. [26] proposed a user authentication scheme with pri-
vacy preserve for GLOMONET based on quadratic residue assump-
tion. However, Wen et al. [27] found the scheme in [26] is vulner-
able to stolen-verifier attack and replay attack, and they proposed
an improved scheme for GLOMONET. Unfortunately, Gope and
Hwang’s work [28] shows that offline guessing attack and forgery
attacks are feasible to the scheme in [27]. Later, many authentica-
tion schemes for GLOMONET have been proposed to enhance se-
curity or improve efficiency. Recently, Gope and Hwang [29] also
pointed out some weakness of the scheme in [22], and they pro-
posed an improved scheme. Really, symmetric cryptographic and
hash operations make Gope and Hwang’s scheme [29] is efficient

for GLOMONET environment. However, their scheme is unpracti-
cal due to the following weaknesses: their scheme lacks verifica-
tion mechanism for wrong password and would be vulnerable to
denial-of-service (DoS) attack; their scheme lacks a session key up-
date mechanism and the session key shared between MU and FA
can be known by HA; their scheme cannot ensure perfect forward
secrecy of session key as they claimed;HA needs share a secret key
with each mobile user, and HA would undertake heavy key man-
agement work. In this paper, we first summarize the security and
function requirements of a user authentication for GLOMONET in
smart city, and then a robust three-factor user authentication for
GLOMONET in smart city has been proposed based on bilinear pair-
ing.

The rest of this article are as follow: Section 2 introduces some
preliminaries used in this paper. Review and cryptanalysis of the
scheme in [29] are given in Section 3. The proposed scheme,
the formal proof, and the corresponding security features are
presented in Sections 4, 5 and 6, respectively. Our scheme is
compared with related schemes in Section 7, and the conclusion
is given in Section 8.

2. Preliminary knowledge

This section introduces some basic knowledge, contains the
universal adversarymodel used in this paper, security and function
requirements of user authentication scheme for GLOMONET in
smart city, basic information about biometrics fuzzy extractor and
bilinear pairing.

2.1. Adversary model

Based on previous work [30–32], we assume that an adversary
A has the following capabilities, and it will be used to evaluate the
security features of smart card based authentication schemes.

1. A has control of the public communication channel among
three parties, i.e. he/she can intercept,modify, replay, insert and
delete any message in the public channel.

2. A may steal user’s smart card and extract the parameters in it
by using the methods in [33,34].

3. A may be an insider of the system, and may intercept the
registration request parameters of users’.

4. A is familiar with the protocol working and environment
variables such as public parameters.

2.2. Security and function requirements

Based on previous work, we summarize following security
and function requirements of a security and practical user
authentication for GLOMONET in smart city:

1. Quickly detection of wrong password. Generally, people may
be involved in many different network based applications,
therefore user usually needs to manage a large number of
identity and password pairs, and may input a wrong password
when he/she login to the system. Therefore, a wrong password
detection mechanism is desirable for user authentication that
the validity of user’s password could be verified at smart
card/mobile device. With this mechanism, session initiated by
wrong password would quickly rejected by mobile device, and
it would save a lot of computational and communication cost.

2. Mutual authentication. In theuser authentication forGLOMONET
in smart city, MU can access FA’s services when the validity of
MU is verified by FA with the help of HA. For security consid-
eration, mutual authentication should be achieved among MU ,
FA and HA, and it can avoid many attacks, such as man-in-the-
middle attack and forgery attack.
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