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Abstract

With the development of the Internet of Things (IoT), a more humanity-related network called
the Social Internet of Things (SIoT) is now evolving. WSNs are also part of the Social Internet of
Things (SIoT), a new application of the Internet of Things (IoT). Considering the characteristics of
sensor nodes, including limited resource, limited communication capability, and an uncontrollable
environment, location privacy protection is a challenging problem for WSNs. In this paper, we
propose a source location protection protocol based on dynamic routing to address the source
location privacy problem. We introduce a dynamic routing scheme that aims at maximizing
paths for data transmission. The proposed scheme first randomly chooses an initial node from the
boundary of the network. Every package will travel a greedy route and a subsequent directed route
before reaching the sink. Theoretical and experimental results show that our scheme can preserve
source location privacy and defeat various privacy disclosure attacks (eavesdropping attack, hop-
by-hop trace back attack, and direction-oriented attack) without affecting the network lifetime.
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1. Introduction

The Internet of Things (IoT) has developed a lot in recent years [1-2], and the Social Internet
of Things (SIoT), a new application of 10T, is now evolving. The SIoT is a larger social network,
connecting people and people, people and objects, and objects and objects. Using the perceptual
monitoring technology of IoT, every building, car, or shopping mall can post a message automat-
ically, realizing the interaction of people and a specific object. One part of SIoT can be a wireless
sensor network (WSN), sensing the state of an object or monitoring an event in the network. Since
SIoT enables interaction of an object with people or another object, there will be wireless com-
munication between objects and people. In that case, The use of wireless communication media
means that anyone with powerful radio transceivers can attack the network. Because of this vul-
nerability, SIOT faces security threats such as information eavesdropping, data fabricating, node
compromising, and route disrupting. These network attacks threaten either content privacy, the
confidential data of a message, or contextual privacy, information about the surrounding network.
All these problems make privacy protection of the SIoT becomes essential.
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