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Abstract

Intrusion detection systems (IDSs) are essential entities in a network topology aiming to safeguard the integrity and
availability of sensitive assets in the protected systems. In misuse detection systems, which is the topic of the paper at
hand, the detection process relies on specific attack signatures (rules) in an effort to distinguish between legitimate and
malicious network traffic. Generally, three major challenges are associated with any IDS of this category: identifying
patterns of new attacks with high accuracy, ameliorating the human-readability of the detection rules, and rightly
designating the category these attacks belong to. To this end, we propose Dendron, a methodology for generating new
detection rules which are able to classify both common and rare types of attacks. Our methodology takes advantage of
both Decision Trees and Genetic Algorithms for the sake of evolving linguistically interpretable and accurate detection
rules. It also integrates heuristic methods in the evolutionary process aiming to deal with the challenging nature of the
network traffic, which generally biases machine learning techniques to neglect the minority classes of a dataset. The
experimental results, using KDDCup’99, NSL-KDD and UNSW-NB15 datasets, reveal that Dendron is able to achieve
superior results over other state-of-the-art and legacy techniques under several classification metrics, while at the same
time is able to significantly detect rare intrusive incidents.
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1. Introduction

Intrusion detection systems (IDSs) aim to protect sys-
tems from a variety of attacks threatening their confiden-
tiality, integrity and availability. Internet is an open and
active ecosystem which evolves rapidly, whereas new types
of attacks emerge as the aggressors become more sophisti-
cated. To make matters worse, new threats and vulnera-
bilities emerge on a daily basis, increasing in this way the
risk for critical infrastructures to become compromised.
To battle against intrusive events, an IDS must be always
updated to be able to detect and possibly cope with novel
attacks.

IDSs can be classified into two major categories, namely
Anomaly Detection Systems (sometimes known as profile-
based detection) and Misuse Detection Systems (some-
times referred to as signature-based detection). The for-
mer are destined to identify deviations from a normal pro-
file behavior in order to detect malicious actions. Even
though this kind of systems perform better in detecting
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previously unseen attacks, they usually suffer from a high
False Positive (FP) rate rendering them unpractical solu-
tions for protecting a sensitive infrastructure. This limita-
tion is addressed by Misuse Detection Systems, where the
detection process is based on known signatures, that is,
detection rules aiming to distinguish legitimate traffic in-
stances from the malicious ones. Nevertheless, while these
systems are able to detect known attacks they miss to iden-
tify novel attacks or variations of known ones. Thus, the
detection ability of a Misuse detection system is directly
affected by the freshness of the detection rules it possesses.

Keeping a detection rules database up-to-date is a chal-
lenging task that involves system administrators’ supervi-
sion. Considering the huge traffic volume passing through
central network nodes like an IDS, one easily concludes
that the rule generation process is necessary to be sup-
ported by automated tools able not only to distinguish
between legitimate and malicious traffic, but also to in-
fer the specific class of an attack occurring in the target
system. Moreover, the set of the detection rules should
enable the system to identify attacks with high Attack De-
tection Rate (ADR) while keeping the False Alarm Rate
(FAR) low. Generally, false alarms are a cardinal concern
in the field, especially when an IDS is involved in collab-
orative infrastructures [1], [2] and reputation systems [3],
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