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Abstract

Friend recommendation in online social networks (OSNs) has recently experienced rapid development and received much
research attention. Existing recommender systems on the basis of the big social data mostly employ centralized frame-
work, which would cause lots of problems, such as single point failure, communication bottleneck and so on. Some other
studies focus on decentralized framework for recommendation, however, most of them concentrate on the improvement
of recommendation quality, while underestimating privacy issues, e.g. OSN users’ privacy concerns regarding their social
relationships, social attributes, and recommendation profiles. In this paper, we propose a novel decentralized framework,
namely ARMOR, which utilizes OSN users’ social attributes and trust relationships to achieve the friend recommen-
dation in a privacy-preserving manner. In ARMOR, we adopt a light-weight privacy-preserving protocol to aggregate
the utilities of multi-hop trust chains and compute the recommender results securely. We also analyze the efficiency of
ARMOR in theory and prove that OSN users’ privacy can be preserved. Finally, we conduct an experiment to evaluate
ARMOR over a real-world dataset and empirical results demonstrate that our ARMOR can effectively and efficiently
recommend friends in a privacy-preserving way.
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1. Introduction

With the rapid development of information technology
and the proliferation of online social interactions, we are
witnessing a widespread popularity of Online Social Net-
works (OSNs). Similar to what people usually do in real
life, OSN users always try to extend their social circles in
order to satisfy various social demands, e.g., leisure, busi-
ness, science, and so on [1].

Friend recommendation is essential for users to enlarge
their social circles in OSNs. According to the recom-
mendation model, friend recommendation can be classi-
fied into two categories: social graphs based, like friends
of friends (FoFs); or big social data based, like tags and
blog posts [2]. However, the recommender system based
on big social data is always centralized, where a service
provider is included and may cause the problems of sin-
gle point failure and communication bottleneck. What’s
worse, these recommendations also ignore the social influ-
ence, like trust, which is a key driver in motivating users
to establish friendships [3].
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Sharma et al. [4] found that recommendation algo-
rithms based on FoFs method performed no worse than
those based on the full network, even though the FoFs-
based recommendation required much less data and com-
putational resources. And we consider that it is more
probable a person will know a friend of his friends rather
than a random person [5]. So the decentralized friend rec-
ommender systems based on the FoFs can provide more
valuable recommendations while consuming less resources.
However, the decentralized recommender systems also face
another common problem, namely, privacy. For instance,
if we want to look for a cardiologist over some profession-
al OSNs, such as PatientLikeMe 1, for helpful suggestions
and preliminary diagnosis. Without a privacy-preserving
mechanism, requesting the recommendation from non-close
friends or strangers not only reveals our profiles, but also
discloses our private information, such as health conditions
and medical information. Even worse, the recommenda-
tion approaches [6, 7] which apply identity to recommend
strangers will disclose OSN users’ social relationships to
the public, which impede users from utilizing it, and also
decrease the possibility of establishing the multi-hop trust
chain if one of OSN users on the chain returns a negative
result. Therefore, it is crucial to protect user privacy when
utilizing the friend recommendation in OSNs. Unfortu-

1http://www.patientslikeme.com/
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