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Abstract

The virtualization of modern computer networks introduces interesting new
opportunities for a more flexible placement of network functions and mid-
dleboxes (firewalls, proxies, traffic optimizers, virtual switches, etc.). This
paper studies approximation algorithms for the incremental deployment of a
minimum number of middleboxes, such that capacity constraints at the mid-
dleboxes and length constraints on the communication routes are respected.

Based on a new, purely combinatorial and rigorous proof of submodular-
ity, we obtain our main result: a deterministic greedy approximation algo-
rithm which only employs augmenting paths to serve future communication
pairs. Hence, our algorithm does not require any changes to the locations
of existing middleboxes or the preemption of previously served communica-
tion pairs when additional middleboxes are deployed. It is hence particu-
larly attractive for incremental deployments. We prove that the achieved
polynomial-time approximation bound is optimal, unless P = NP holds.

This paper also initiates the study of a weighted problem variant, in
which entire groups of nodes need to communicate via a middlebox, possibly
at different rates. We present an LP relaxation and randomized rounding al-
gorithm for this problem, leveraging an interesting connection to scheduling.

We complement our formal results with a simulation study of a large set
of synthetically generated instances. Our results indicate that the presented
algorithms yield near-optimal solutions in practice.
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