
Accepted Manuscript

An efficient data exchange mechanism for chained network functions

Ivano Cerrato, Guido Marchetto, Fulvio Risso, Riccardo Sisto, Matteo Virgilio,
Roberto Bonafiglia

PII: S0743-7315(17)30334-9
DOI: https://doi.org/10.1016/j.jpdc.2017.12.003
Reference: YJPDC 3794

To appear in: J. Parallel Distrib. Comput.

Received date : 21 March 2016
Revised date : 7 June 2017
Accepted date : 5 December 2017

Please cite this article as: I. Cerrato, G. Marchetto, F. Risso, R. Sisto, M. Virgilio, R. Bonafiglia, An
efficient data exchange mechanism for chained network functions, J. Parallel Distrib. Comput.
(2017), https://doi.org/10.1016/j.jpdc.2017.12.003

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service to
our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form.
Please note that during the production process errors may be discovered which could affect the
content, and all legal disclaimers that apply to the journal pertain.

https://doi.org/10.1016/j.jpdc.2017.12.003


An Efficient Data Exchange Mechanism for Chained Network Functions

Ivano Cerratoa, Guido Marchettoa,∗, Fulvio Rissoa, Riccardo Sistoa, Matteo Virgilioa, Roberto Bonafigliaa

aDepartment of Control and Computer Engineering
Politecnico di Torino
Torino, Italy, 10129

Abstract

Thanks to the increasing success of virtualization technologies and processing capabilities of computing

devices, the deployment of virtual network functions is evolving towards a unified approach aiming at

concentrating a huge amount of such functions within a limited number of commodity servers. To keep pace

with this trend, a key issue to address is the definition of a secure and efficient way to move data between

the different virtualized environments hosting the functions and a centralized component that builds the

function chains within a single server. This paper proposes an efficient algorithm that realizes this vision

and that, by exploiting the peculiarities of this application domain, is more efficient than classical solutions.

The algorithm that manages the data exchanges is validated by performing a formal verification of its main

safety and security properties, and an extensive functional and performance evaluation is presented.
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virtualization

1. Introduction

New paradigms have recently emerged that aim at transforming the network into a more flexible and

programmable platform. In particular, Network Function Virtualization (NFV) [1] proposes to replace

dedicated middleboxes, used to deliver a multitude of network services by means of a growing number of

(cascading) dedicated appliances, with software images that run on general-purpose servers. This allows

leveraging high-volume standard machines (e.g., Intel-based blades) and computing virtualization to consol-

idate and optimize the processing in the data plane of the network. This results in a more flexible deployment
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