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Abstract
Adaptive systems are expected to adapt to unanticipated run-time events using im-
perfect information about themselves, their environment, and goals. This entails
handling the effects of uncertainties in decision-making, which are not always
considered as a first-class concern. This paper contributes a formal analysis tech-
nique that explicitly considers uncertainty in sensing when reasoning about the
best way to adapt, together with uncertainty reduction mechanisms to improve
system utility. We illustrate our approach on a Denial of Service (DoS) attack
scenario and present results that demonstrate the benefits of uncertainty-aware
decision-making in comparison to using an uncertainty-ignorant approach, both
in the presence and absence of uncertainty reduction mechanisms.

1. Introduction

Complex software-intensive systems are increasingly relied on in our society
to support tasks in different contexts that are typically characterized by a high
degree of uncertainty. Self-adaptation [17, 28] is regarded as an effective way
to engineer systems that are resilient to run time changes despite of the different
uncertainties present in their execution environment (e.g., system loads, resource
availability, interaction with human actors), goals, or even in the system itself
(e.g., the existence and location of faults).

Having inaccurate or missing information could lead a self-adaptive system to
make bad decisions that make the system behave worse, rather than improve the
system. However, despite the fact that these uncertainties can have a significant
negative impact on run-time system behavior [26] (and ultimately, on goal satis-
faction), many approaches to engineering self-adaptation do not explicitly repre-
sent uncertainty or consider it when deciding what actions to take in the system.
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