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Abstract

Recently, big data collection of e-healthcare monitoring using wireless sensor

networks (WSN) have become common in practice. These WSN collect the data

such as blood pressure, pH-value, pulse rate, etc. from a remote location based

patient and then send to hospital/medical server. Since, the e-healthcare data is

associated to a patient and thus, the confidentiality and authentication of data

are critical issues. This article introduces a provably secure message recovery

designated verifier proxy signature (MRDVPS) scheme to eliminate the issues.

The proposed MRDVPS scheme is proven existential unforgeable (EUF) in the

random oracle model (ROM), under the intractability of computational Diffie-

Hellman (CDH) problem. Efficiency comparison shows that the scheme is the

most appealing towards healthcare wireless sensor networks (HWSN).
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