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Abstract：Establishing communication keys for pairs of neighbouring sensor nodes is the foundation of 

the security in wireless sensor networks (WSNs). However, due to the resource constraints on nodes, 

this task is challenging for the constrained memory, energy, and computational capabilities of sensor 

nodes. This paper proposes a novel key predistribution scheme based on the polynomial pool-based key 

predistribution scheme and random key predistribution. In the proposed scheme, parts of the preloaded 

information in each sensor node are the polynomial shares and the rest of the preloaded information are 

the keys generated by the polynomial shares preloaded in the sensor nodes. Performance analyses and 

comparisons with other schemes are performed in this paper. The comparison of security results 

confirm that the proposed scheme has better resilience against node compromising attacks when 

compared to previous schemes. 
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1. Introduction 

Wireless sensor networks (WSNs) usually include battery-powered sensor nodes that are 

deployed in a designed area to sense and collect information [1]. That information is 

transmitted by sensor nodes to the sink node where it is aggregated [2]. The applications of 

WSNs include environmental monitoring, health care, battlefield targeting and surveillance, 

and disaster relief networks [3,4]. However, WSNs are usually subject to many security 

threats and attacks such as impersonation, intentionally providing false information, 

eavesdropping, data modification, and sensor node capture attacks.  

Confidentiality, authenticity, availability, and integrity are typical security goals of WSNs 

[5]. As the basic requirement for providing security functionality, key management is an 

important fundamental security service that enables sensor nodes to securely communicate 

with each other using cryptographic techniques [6]. The prime problem in key management 

is the establishment of a secure key shared between two communicating sensor nodes [7]. 

Meanwhile, inherent constraints of computational power, memory capability, and bandwidth 

make the direct use of traditional pairwise key establishment algorithms (such as public key 
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