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a b s t r a c t

Catastrophic disasters can destroy large regions and, in the process, leave many victims iso-

lated from the rest of the world. Recovering the communication infrastructure is typically

slow and expensive, which is not suitable for emergency response. Multihop wireless ac-

cess networks have the potential to quickly provide Internet connectivity to victims, but so

far no simple and practical solution has been proposed to help people configure these net-

works easily. We are pursuing the approach of utilizing wireless virtualization techniques

to establish wireless access networks on-the-fly using on-site mobile devices. While our

previous work has demonstrated proof-of-concept solutions, it lacked fundamental com-

munication abstractions, a rigorous design, and a thorough analysis on the effectiveness

of these solutions. The main new contributions of this article are: (1) the wireless mul-

tihop communication abstraction (WMCA) as a fundamental communication concept for a

practical tree-based disaster recovery access network (TDRAN), (2) the complete design and

implementation details of TDRAN, and (3) a comprehensive analysis of the effectiveness of

the proposed approach based on field experiments, both in indoor and outdoor settings, at

different sites in Japan. The results demonstrate the effectiveness of the proposed solution

for on-site configuration of wireless access networks, as it can easily extend to 20 hops by

15 m-distance and 16 hops by 30 m-distance networks, which result in 300 m and 480

m (respectively) in radius or about 1 km in diameter. This work also confirms that our

approach is ready for realization as a real disaster recovery solution.

© 2016 The Authors. Published by Elsevier B.V.

This is an open access article under the CC BY-NC-ND license

(http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

The world has recently seen catastrophic natural dis-

asters which caused loss of hundreds of thousands of

lives and destroyed millions of houses as well as the
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communication infrastructure in the affected regions [1].

Failure in communication and information exchange leads

to further heart-breaking crises to human beings [2]. Re-

cent tragic disasters, such as the Great East-Japan Earth-

quake in March 2011 [3] and the Haiyan typhoon in

November 2013 (in The Philippines), show the limitations

of current communication technologies in the event of

disasters.

Safety information including the number of wounded

people, their locations and real-time health status are
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essential for rescue and crisis mitigation. It is necessary

for people to access the Internet to share their safety sta-

tus with rescuers as soon as possible. Our experience from

analyzing disaster recovery efforts suggests that the first

24-h represent the “golden time” for emergency relief.

However, recovery of disaster-damaged communication in-

frastructure is complicated and prolonged which is not

suitable for emergency response. Strategic approaches

should be proposed considering the following essential

requirements:

(R1) Quickly re-establish Internet connectivity: Im-

mediately after a disaster occurs, users need Internet

access to data such as information about the disaster,

evacuation notifications, their families status, etc., us-

ing common Internet-based applications (e.g., email, web

browsing, Skype). Quickly providing Internet connectivity

is a hard but essential requirement which must be satis-

fied by the proposed approach.

(R2) Leverage commodity mobile devices: Commod-

ity mobile devices (laptops, tablets, smart phones) car-

ried by disaster victims should be leveraged in the pro-

cess of re-establishing Internet connectivity when part of

the network infrastructure is down. This feature becomes

very useful, for example, in and around evacuation centers

where people gather after a disaster.

(R3) Configure and extend the network in an easy

way: The network must be configured easily, requiring no

technical skills from the disaster victims. Ordinary users

should access the Internet as easily as if they are con-

nected to conventional WiFi access points (APs). Further-

more, once joining the network, users should automatically

contribute to the extension of the network coverage as per

(R2).

In order to satisfy these requirements, a wireless mul-

tihop communication approach to reach the still-alive In-

ternet gateways (IGWs) or Internet connected WiFi APs is

the best solution. This work aims at quickly extending In-

ternet connectivity from surviving IGWs/APs to victims by

leveraging their mobile devices to form multihop wireless

access networks.

Existing multihop ad hoc network approaches face dif-

ficulties in real-world deployment, especially in emergency

response situations since they require dedicated hardware

(e.g., additional mesh routers or network interface cards—

NICs), complicated routing protocols, and IP address alloca-

tion and network configuration mechanisms to be installed

on each mobile node (MN) in advance. In addition, it is still

too complicated for ordinary users to change their devices

into ad hoc mode and configure ad hoc networks.

We are pursuing the idea of quickly setting up wire-

less multihop access networks for disaster recovery uti-

lizing wireless virtualization techniques [4–7]. Concretely,

a novel approach to on-the-fly establishment of multihop

wireless access networks to extend Internet connectivity

from surviving APs to disaster victims using their own mo-

bile devices has been proposed in [6]. The network is set

up on-demand using wireless virtualization to create vir-

tual access points (VAPs) on mobile devices which greed-

ily form a tree-based topology to bridge far apart victims

with a surviving AP. Ordinary users can easily connect to

the Internet through the established network as if they are

connected through conventional APs; the users also con-

tribute to increase the network coverage, which is essen-

tial in emergency relief situations. A proof-of-concept pro-

totype for this approach has been built and demonstrated

in practice. However, this approach still lacks a high-level

fundamental communication abstraction that can simplify

network establishment and configuration, a more rigorous

design, and a thorough analysis of its effectiveness in dif-

ferent real-life settings.

This paper overcomes these drawbacks and presents the

following main new contributions:

(i) The wireless multihop communication abstraction

(WMCA) is devised as a fundamental communica-

tion concept for the design of a practical tree-

based disaster recovery access network (TDRAN).

This concept helps to hide the inherent complexity

of multihop communication establishment as each

node is simply aware of only its associated AP (or

VAP) using one of its virtual WiFi interface (WIF),

and serves as a VAP using another WIF.

(ii) A full system design and implementation of the

TDRAN scheme, which details the new features

in this work, as compared to those in [4–6]. We

also propose the software-based WiFi access node

(SAN) concept, which involves the software-based

implementation of network functions that run

on mobile devices without the need for additional

hardware. In addition, we propose a mechanism

for auto-reconfiguration of link failures to improve

the usefulness of the proposed network establish-

ment and configuration approach. This mechanism

has been implemented to display the connectivity

status table (CST) at each node.

(iii) A thorough feasibility and performance analysis

based on medium-scale field experiments, including

indoor and outdoor setups. The experiments were

conducted at two different locations seriously af-

fected by the Great East-Japan Earthquake, namely

Iwate and Miyagi prefectures, Japan. The analysis of

the results provides a comprehensive understanding

of the effectiveness and feasibility of the proposed

approach. These new experimental results reveal

that the proposed network is capable of extending

to 20 hops by 15 m-distance and 16 hops by 30

m-distance networks, which result in 300 m and

480 m (respectively) in radius or about 1 km in

diameter (much larger than that of 7 hops obtained

by previous experiments in Iwate prefecture [6]).

This coverage is large enough for disaster recovery

and evacuation centers.

It is worth noticing that the simple yet practical

mechanisms for auto IP addresses configuration and

IP address conflict avoidance, as well as routing and

DNS resolution in the tree-based networks [5,6] are

carefully integrated in the design of TDRAN pro-

posed in this paper.

The rest of the article is organized as follows:

Section 2 reviews the related work revealing the ne-

cessity of this research. Section 3 presents the prob-

lem definition and introduces the WMCA concept.
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