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A B S T R A C T

Autonomous vehicles platooning has received considerable attention in recent years, due to its potential to
significantly benefit road transportation, improving traffic efficiency, enhancing road safety and reducing fuel
consumption. The Vehicular ad hoc Networks and the de facto vehicular networking standard IEEE 802.11p
communication protocol are key tools for the deployment of platooning applications, since the cooperation
among vehicles is based on a reliable communication structure. However, vehicular networks can suffer different
security threats. Indeed, in collaborative driving applications, the sudden appearance of a malicious attack can
mainly compromise: (i) the correctness of data traffic flow on the vehicular network by sending malicious
messages that alter the platoon formation and its coordinated motion; (ii) the safety of platooning application by
altering vehicular network communication capability. In view of the fact that cyber attacks can lead to dan-
gerous implications for the security of autonomous driving systems, it is fundamental to consider their effects on
the behavior of the interconnected vehicles, and to try to limit them from the control design stage.

To this aim, in this work we focus on some relevant types of malicious threats that affect the platoon safety,
i.e. application layer attacks (Spoofing and Message Falsification) and network layer attacks (Denial of Service
and Burst Transmission), and we propose a novel collaborative control strategy for enhancing the protection
level of autonomous platoons. The control protocol is designed and validated in both analytically and experi-
mental way, for the appraised malicious attack scenarios and for different communication topology structures.
The effectiveness of the proposed strategy is shown by using PLEXE, a state of the art inter-vehicular commu-
nications and mobility simulator that includes basic building blocks for platooning. A detailed experimental
analysis discloses the robustness of the proposed approach and its capabilities in reacting to the malicious attack
effects.

1. Introduction

In these years, it is has been shown that the deployment of platoons
of autonomous vehicles may lead to many benefits: fuel efficiency in-
crease, road safety improvement and travel duration, while decreasing
traffic congestion, pollution, and stress for passengers [1]. Furthermore,
platooning allows people to be more productive when traveling and
offers greater mobility to more individuals.

To achieve platooning via autonomous cooperative driving, vehicles
need to communicate with each other and this is made possible through
vehicular ad hoc networks (VANETs) [2]. In these networks a cyber
attack can lead to dangerous implication for safety, privacy and,
moreover, for the public perception and consideration of vehicles pla-
toon [3].

Therefore, the subject of this paper is the evaluation of network

attacks on vehicles platoon and the development of a novel collabora-
tive control strategy to cope with them.

Past studies on VANETs security vulnerabilities focus their attention
on an accurate classification of malicious attacks and the solutions to
mitigate them at communication level [4]. However, while security in
sensing and communication has been extensively investigated in the
technical literature, security in control has been recently indicated as a
key ingredient that has to be added for enhancing the protection level
of the normal operation of a physical process. Special attention has
been recently raised with respect to control solutions for cyber-physical
systems in vehicular networks, where the complexity of transportation
systems, and of high mobility vehicular systems, pushes to find tailor-
made solutions depending from the specific application, such as pla-
tooning (e.g. see [5,6]). Since security is a crucial point in platooning
control system design, in this work we present a meticulous study on
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platoon behavior when a cyber threat acts and we propose a distributed
collaborative control strategy which is able to both counteract com-
munication impairments, such as time-varying multiple delays, and to
attenuate malicious effects on platoon behavior. The proposed dis-
tributed control approach also leverages a real-time voting technique to
achieve the complete mitigation of some of the most critical effects due
to malicious attacks.

This does not imply that we aim to substitute other solutions for
security, such as the cryptographic ones [7] that work at the informa-
tion level to avoid that the content of the information can be somehow
altered. Our aim is to provide further countermeasures to detect, mi-
tigate and, if possible, counteract cyber threats that may alter driving
decision at control level so to help increasing the overall security of the
ensemble of the connected vehicles.

The main contribution of this work is twofold. First, differently from
literature, we propose a collaborative control strategy specifically de-
signed to take into account cyber threats, as messages manipulation
attacks and communication capability attacks. The proposed approach
is, hence, able to guarantee the cooperative driving of the vehicles
platoon in the presence of malicious attack on the communication
network by promptly counteracting them. Furthermore, the closed-loop
vehicular network is analytically derived and the effectiveness of the
control algorithm is theoretically proven via the stability analysis.

Second, the proposed collaborative strategy is implemented in
PLEXE [8], and we carry out a comprehensive experimental analysis
with eight cars in a realistic highway (10 km long) considering different
cyber attacks scenarios and different communication network topolo-
gies in which the leading vehicle is globally reachable. The commu-
nication delay in the control protocol, instead, is intrinsically modeled
in Veins with a realistic communications device (IEEE 802.11p card)
implementation [9]. The experimental analysis shows the main security
vulnerabilities effects on the platoon motion and illustrates the ro-
bustness of the collaborative control strategy with respect to the most
common malicious attacks.

The paper is structured as follows. In Section 2, the scenario under
investigation, the motivation and the literature overview are presented.
Then in Section 3, we present the closely related works to better il-
lustrate the advantages of the proposed approach with respect to the
state-of-the-art. In Section 4, after introducing the notation and the
mathematical background, the problem statement and the control al-
gorithm are formulated and mathematically described. The closed-loop
delayed network is derived and its stability is then proven by providing
the analytical conditions for convergence via a Lyapunov–Krasovskii
approach. In Section 5, after describing the considered network/traffic
scenario and attacks, we present the experimental results - including
realistic features such as vehicles masses and inertia and actuation lags -
and we show the performance and the robustness of the proposed ap-
proach in counteracting malicious threats, hence confirming the theo-
retical derivation. Finally, conclusions are drawn in Section 6.

2. Scenario and motivation

In this work, we consider an autonomous platoon of N vehicles
traveling on a single lane and sharing information such as speed and
position, through a non reliable V2V wireless communications, in order
to achieve cooperative driving.

In literature, most studies on vehicles platooning focus their atten-
tion on the control strategy design [10–13] under the main assumption
that the communication structure is reliable. However, similarly to
other open and dynamic networks, vehicular ad hoc networks are af-
fected by different security threats [14]. Countless studies on security
issues in VANETs are presented in [7,15–19], where several tools,
helpful in building a secure vehicular network, have been exposed. One
of the most proposed solution consists in exploiting authentication/
validation mechanism for the messages exchanged among vehicles in
order to remove from communication network the adversary, disabling

its communication capability. In addiction, the works [4,20,21] present
an accurate categorization of all the possible malicious attacks on VA-
NETs and of the eventual countermeasures allowing their prevention.

Although all these works discuss the cyber attacks implications and
propose network layer countermeasures, none of them considers the
effects of malicious attacks on vehicular networks of connected vehicles
equipped with a longitudinal control. Only recently, the security vul-
nerabilities problem on vehicles platooning has been addressed in
[5,6,22–28]. These works suggest how important is, in control protocol
design, to take into account the eventual cyber attacks on vehicular
platooning network in order to improve its safety.

Motivated by this reason, we focus our attention on different si-
tuations in which the correct communication among autonomous ve-
hicles is compromised and, based on this analysis, we propose a novel
distributed collaborative strategy that guarantees the platoon formation
in adversarial environment and that allows to promptly react to mal-
icious attacks.

We exploit the classic approach where the control design starts with
a simplified model of the system to be controlled. A more accurate
system model (as the one within PLEXE) is instead exploited in the si-
mulation to test the effectiveness of the strategy with respect to dis-
turbances, uncertainties, and realistic dynamics, of both the vehicles
and the communication channel, that are not modeled during control
design phase.

According to this methodology, in our analytical derivation the
ensemble of the connected vehicles is represented as a dynamical multi-
agent network [29] where each vehicle is a node of a graph and each
link accounts for the presence of communication between two generic
vehicles. In order to treat the effect of the vehicular networks, i.e. based
on the IEEE 802.11p protocol, our mathematical framework considers
that each communication link, that connects a pair of agents, is affected
by a different time-delay that accounts for actual conditions, or possible
impairments, of the communication channel. This implies that in-
formation can be received by each vehicle with a different time-varying
delay and that the distributed collaborative control protocol leverages
outdated information for driving the longitudinal motion of the pla-
toon.

3. Related work

The literature on cyber attacks to vehicular networks is both wide
and variegate. In this section, first we focus our attention on attacks to
vehicular networks of interest for platooning, then we focus on coun-
termeasures for this application scenario.

3.1. Malicious attacks to vehicular networks

In this section, we provide an overview of the most relevant types of
malicious threats that may compromise the functionalities of co-
operative driving systems (e.g., see [22,30,31] and references therein).
Indeed, with respect to autonomous driving applications, a malicious
node can affect: (i) the correct data traffic flow by sending malicious
messages; (ii) the safety by altering vehicular network communication
capability; (iii) the vehicle privacy by listening to legitimate messages.
Before introducing different cyber security scenarios, we first define the
adversary typology [32]. An adversary can be an insider, i.e. an au-
thenticated member of the network possessing a certified public key, or
an outsider, i.e. a network intruder. If the adversary does not get benefit
from the attack, but it aims to harm the network members, it is said
malicious, while it is defined rational if it seeks personal benefit. Fur-
thermore, the adversary is defined active if it generates packet or sig-
nals, whereas it is defined passive if it realizes an eavesdropping attack.

In our vehicular scenario, application layer attacks affect the correct
operating of the cooperative driving by altering the messages ex-
changed among vehicles to reach and maintain a common motion.
Specifically, in a spoofing attack the adversary impersonates a vehicle,
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