Accepted Manuscript

An Intelligent Cyber Security System Against DDoS Attacks in SIP

Networks

Murat Semerci, Ali Taylan Cemgil, Bulent Sankur

Pll:
DOI:
Reference:

To appear in:

Received date:

Revised date:

Accepted date:

S1389-1286(18)30098-7
10.1016/j.comnet.2018.02.025
COMPNW 6423

Computer Networks

26 September 2017
11 January 2018
25 February 2018

Please cite this article as: Murat Semerci, Ali Taylan Cemagil,
ber Security System Against DDoS Attacks in SIP Networks, Computer Networks (2018), doi:
10.1016/j.comnet.2018.02.025

H
e
H g

il

g

ter

q1‘ rks
-.__J_.
)

Bulent Sankur, An Intelligent Cy-

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service
to our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form. Please
note that during the production process errors may be discovered which could affect the content, and
all legal disclaimers that apply to the journal pertain.



https://doi.org/10.1016/j.comnet.2018.02.025
https://doi.org/10.1016/j.comnet.2018.02.025

An Intelligent Cyber Security System Against DDoS
Attacks in SIP Networks

Murat Semerci®*, Ali Taylan Cemgil®, Bulent Sankur®

@Department of Computer Engineering, Bogazici University, 34342, Bebek, Istanbul,
Turkey
b Department of Electrical and Electronics Engineering, Bogazici University, 34342,
Bebek, Istanbul, Turkey

Abstract

Distributed Denial of Services (DDoS) attacks.aretamong the most encoun-
tered cyber criminal activities in communication networks that can result in
considerable financial and prestige losses for the corporations or governmental
organizations. Therefore, autonomousidetéction of a DDoS attack and iden-
tification of its sources is essentiakfor taking counter-measures. This study
proposes an intelligent security system against DDoS attacks in communica-
tion networks that is.€omposed of two components: A monitor for detection
of DDoS attacks and a diseriminator for detection of users in the system with
malicious intents. A novel adaptive real time change-point model that tracks
the changeés in Mahalanobis distances between sampled feature vectors in the
monitored system accounts for possible DDoS attacks. A clustering model
that runs.over the similarity scores of behavioral patterns between the users
is.used to segregate the malicious from the innocent. The proposed model is

deployed over a simulated telephone network that uses a Session Initiation
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