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In order to make a better control over the routing of Internet traffic, more and more researchers and 

governments want to understand how international reachability depends on individual countries. It has 

been necessary and valuable for us to study the geographic properties of Internet routing. In this pa- 

per, we conduct a measurement study on the dataset from 2011 to 2015 to understand two geographic 

properties of Internet routing: geographically routing circuitousness of paths and geographically routing cen- 

trality of countries and continents. Our analysis shows that the routing circuitousness of our Internet is 

deteriorating in these years. We also find that United States, Great British, France and Germany have 

most control over the data transfer in the Internet, but their farness centrality indexes are not smallest. 

Furthermore, our temporal analysis on the routing dependence among countries and continents finds out 

the importance of Europe was decreasing comparing with its competitor North America in the past years. 

© 2018 Elsevier B.V. All rights reserved. 

1. Introduction 

The routing in the Internet is determined by the technical 

and business considerations of Internet Service Providers (ISPs). 

Roughly speaking, current intra-domain routing based on Open 

Shortest Path First (OSPF) routing protocol tries to minimize con- 

gestion on all intra-domain links, while current inter-domain rout- 

ing based on Border Gateway Protocol (BGP) tries to provide a way 

for ISPs to enforce their business agreements. Both routing proto- 

cols do not take any geographical factors into consideration, which 

raises concerns on both network security of nations and efficiency 

of networking resource consumption. 

Historically the Internet is regarded as a virtual world built 

on logical address of endpoints, i.e., IP address. Researchers only 

pay attention to network paths traversed by data packets. There- 

fore, previous efforts of researchers usually focused on the Inter- 

net’s network layer topology and tried to answer questions such 

as “which ISPs are most important?” and “which routers are most 

important?”

However, as the Internet is growing to be more and more in- 

fluential in our daily life, government control over the treatment 

of Internet traffic becomes more common, and many people will 

want to understand how international reachability depends on in- 

dividual countries and to adopt strategies either for enhancing or 

weakening the dependence on some countries [1] . People have 
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proposed the concepts of national routing, Boomerang Routing, In- 

ternet sovereignty , etc. [2–4] . The basic argument is that it is poten- 

tially insecure as traffic flows between two countries going through 

a third country, and one country may want to avoid its traffic flows 

going through some other countries if not necessary. Hence, it has 

been necessary and valuable for us to study the geographic prop- 

erties of Internet routing. 

In this paper, we conduct a measurement study to understand 

two geographic properties of Internet routing: geographically rout- 

ing circuitousness of paths and geographically routing centrality of 

countries and continents. 

Circuitousness means a traffic flow goes through a much longer 

geographical distance than the geographical distance from its 

source directly to its destination. Intuitively, it is not a uncommon 

phenomenon because Internet routing is trying to find paths with 

better performance under the constraint of business agreements. It 

does not take geographical distance into consideration. The result- 

ing circuitous path may be “best” from the viewpoint of network 

load and congestion. But circuitousness can often be an indicative 

of a routing problem which deserves more careful examination [5] . 

A circuitous path may increase the risk of being wiretapped. Fur- 

thermore, circuitousness also suggests traffic flows are consuming 

more network resources than necessary, and it might be possible 

for us to reduce their resource consumption by improving network 

planning to avoid circuitousness, e.g. increasing capacity of some 

links or establishing new links [6] . 

In the first part of this paper, we calculate circuitousness ratios 

for paths collected during the period from 2011 to 2015. Our study 

shows the routing circuitousness of our Internet is deteriorating in 
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these years. Particularly, we group these paths according to vari- 

ous features, such as the number of Autonomous Systems (ASs) on 

the path, the number of continents, the number of countries, and 

geographical regions of the path. We then study the circuitousness 

distribution of each group in these years. Our measurement shows 

that statistically the circuitousness is increasing for most groups. 

The second part of this paper focuses on centrality analysis. As 

far as we know, previous works usually focus on network layer 

topology of the Internet, and there is very few work on geograph- 

ical topology of the Internet. In this paper, we study geographic 

paths traversed by data packets, and try to answer the questions 

such as “which countries are most important for the routing in the 

Internet?”, or “which countries are at the center of the Internet?”. 

Intuitively, it should be United States. But how to evaluate? How 

much difference between the first and the second most important 

country? Was there any changes in the past years? For a particular 

country, which countries are most important for its Internet traffic 

flows? 

We construct topologies of the Internet at continent level and 

country level, and define several centrality indexes to evaluate 

the importance of countries and continents. Based on them, we 

identify important continents and countries from our geographi- 

cal layer map of the Internet. We also define a metric to evaluate 

the routing dependence of one country on the other country. Our 

analysis shows that United States, Great British, France and Ger- 

many are most important countries for the transit of Internet traf- 

fic flows. In other words, these four countries have most control 

over the data transfer in the Internet. But their farness centrality 

indexes, i.e., average distances to other countries, are not small- 

est. Our temporal analysis also finds out the importance of Eu- 

rope was decreasing comparing with its competitor North America. 

Most countries increasingly depend on United States to transfer 

their data flows, while Russia continuously depend on Great British 

more than United States and its dependence on United States was 

continuously decreasing in the past years. 

Our paper is organized as follows. In Section 2 , we present 

an overview of prior related works. Section 3 introduces the data 

sets we exploit and how we prepare them. In Section 4 we re- 

port our observations on the circuitousness of the Internet rout- 

ing. Particularly, we study the paths with different lengths and in 

different regions. Section 5 presents a study on the geographical 

topology of Internet, listing important countries and continents. 

We also present the routing dependence among different coun- 

tries. We conclude our paper in Section 6 . 

2. Related work 

In 2002, Subramanian et al. have conducted measurement and 

analysis on geographic properties of Internet routing [5] . They pro- 

pose to consider the geographic path traversed by packets, not just 

the network path. The circuitousness of Internet routes is one of 

the geographical properties they studied in the paper. It has been 

more than 15 years after they conducted their measurements. In 

this paper, we exploit data sets from 2011 to 2015, showing the 

changes of circuitousness in these years. We also compare the 

properties of recent Internet with 15 years ago when possible, and 

study the circuitousness of Internet traces with different lengths 

and in different regions. 

In 2012, Matray et al. report their works on spatial properties 

of Internet routes in [7] . In the paper, motivated by the argument 

that the geographic layout of the physical Internet inherently de- 

termines important network properties and traffic characteristics, 

they conduct a geographically dispersed traceroute campaign, and 

embed the extracted topology into the geographic space by apply- 

ing a novel IP geolocalization service, called Spotter. The investiga- 

tions presented in the paper include the length distribution of In- 

ternet links, and also a brief study on the circuitousness and asym- 

metry of end-to-end Internet routes. 

Our previous work on routing circuitousness focuses on inter- 

continental traffic flows [6] . In the paper, we report several inter- 

continent cases with large circuitousness, and investigate possi- 

ble causes for their circuitousnesses based on multiple information 

sources such as PeerDB. Our study demonstrates the possibility of 

mitigating circuitousness by careful network planning. 

As far as we know, there is only one paper on country path 

analysis, which is published by Karlin et al. in 2009 [1] . The au- 

thors point out that as government control over the treatment of 

Internet traffic becomes more common, many people will want to 

understand how international reachability depends on individual 

countries and to adopt strategies either for enhancing or weak- 

ening the dependence on some countries. They conduct analysis 

based on betweenness centrality, and present top countries with 

largest betweenness centrality. In this paper, we use a different 

method and dataset to derive country level paths, and our result 

is consistent with theirs on the top four countries, which enhances 

the credibility of results. Besides betweenness centrality, we also 

define more metrics, such as farness centrality, degree centrality 

and routing dependence, to evaluate the importance of countries. 

We also present a study on temporal variation of these metrics in 

these years, and find that the importance of some countries and 

continents is decreasing. 

In order to study geographical properties of Internet routing, we 

must be able to determine geographical locations of endpoints in 

the Internet, i.e., mapping each IP address to its geographical loca- 

tion. This research area, which is called as geolocation , has drawn a 

lot of attentions in both academia and industry. Researchers have 

proposed a lot of algorithms to improve the accuracy and preci- 

sion of geolocation [8–15] . The result of geolocation has been ap- 

plied in many areas, such as network security and online adver- 

tisements. And a lot of companies or organization have published 

their geolocation databases, as a paid service [16–19] , or a free ser- 

vice [20–23] . But in [24] , the authors investigate several databases, 

and find that these databases work well at country level, but may 

not be consistent on a finer granularity than country. Therefore, it 

is still an open research area with great challenges. 

3. Datasets and data preparation 

Our analysis in this paper is based on two public data sets, i.e., 

CAIDA UCSD IPv4 /24 Routed Topology Dataset [25] and Maxmind 

GeoLite2 Dataset [26] . 

The CAIDA Dataset is consist of a lot of paths collected by a 

globally distributed set of Ark monitors. The monitors use team- 

probing to distribute the work of probing the destinations among 

the available monitors. Destinations are selected randomly from 

each routed IPv4 /24 prefix on the Internet such that a random 

address in each prefix is probed approximately every 48 h (one 

probing cycle). Monitors collect data by sending scamper probes 

continuously to destination IP addresses. Scamper is a successor 

of skitter, and it probes destinations with ICMP packets, using the 

Paris traceroute technique (ICMP-paris) to improve measurement 

integrity across load-balanced links. Data has been collected con- 

tinuously since September 13, 2007. In this study, we use three 

snapshots, i.e., January of 2011, January of 2013 and January of 

2015. Ark monitors are grouped into three probe teams, and each 

of our snapshot consists of one probe cycle of each probe team. 

Therefore each snapshot in fact covers a whole set of paths from 

ark monitors to all routed IPv4 /24 prefixes. 

Each path probed by one monitor to one destination in CAIDA 

dataset is recorded as a sequence of IP addresses, and together 

with other information such as Round Trip Time (RTT) of both in- 

termediate hops and the destination. In this paper, we call it “an 
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