Accepted Manuscript

Robust Decentralized Data Storage and Retrieval for Wireless
Networks

Louai Al-Awami, Hossam S. Hassanein

Pll: S1389-1286(17)30042-7

DOI: 10.1016/j.comnet.2017.02.004
Reference: COMPNW 6103

To appear in: Computer Networks

Received date: 5 July 2016

Revised date: 5 December 2016

Accepted date: 9 February 2017

H
e
H g

il

(&

ter

'qf rks
.._J,.
)

Please cite this article as: Louai Al-Awami, Hossam S. Hassanein, Robust Decentralized Data Storage
and Retrieval for Wireless Networks, Computer Networks (2017), doi: 10.1016/j.comnet.2017.02.004

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service
to our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form. Please
note that during the production process errors may be discovered which could affect the content, and

all legal disclaimers that apply to the journal pertain.



http://dx.doi.org/10.1016/j.comnet.2017.02.004
http://dx.doi.org/10.1016/j.comnet.2017.02.004

Robust Decentralized Data Storage and Retrieval for
Wireless Networks

Louai Al-Awami®P!, Hossam S. Hassanein??

%Department of Computer Engineering, King Fahd University of Petroleum & Minerals;
Dhahran, KSA
bSchool of Computing, Queen’s University, Kingston, ON, Canada

Abstract

In this paper we study the problem of distributed data storage using Rateless
codes for large-scale resource-constrained wireless networks. We focus on build-
ing a robust storage system using Fountain codes from physically decentralized
sources. Fountain codes, e.g. LT-codes, can achieve reduced complexity of
both encoding and decoding, which caters well to the nature of such networks.
‘We propose an energy-efficient distributed dissemination and coding scheme to
build a decentralized LT-codes based storage overa network of resource-limited
nodes to provide data survivability against possible failures. In the proposed
scheme, each sensor node is assigned|a,selection probability derived from a Ro-
bust Soliton Distribution (RSD) in a, distributed fashion. Source nodes then
disseminate their data over the storage network randomly, in accordance with
the selection probabilities. The propesed scheme is compared to similar schemes
in the literature by means of simulations. We evaluate the energy required for
building the storage as” well as the energy needed for data retrieval from the
storage system. Results show’that energy consumption can be substantially
reduced while achieving the required storage requirements.

Keywords: Wireless Sensor Networks, Decentralized Storage, Data
Survivability, Energy-Efficiency, Fountain Codes.

1. Introduction

We are witnessing a new technological era that is enabled by advances in
ubiguitous sensing, computing and connectivity. New applications such as Inter-
net of Things (IoT), Intelligent Transportation Systems (ITS), Smart Grid, and
Smart Homes, all benefit from the pervasiveness provided by connected smart
embedded devices. Despite this potential, there seems to be a constant need
for alternative paradigms to cope with the challenges and requirements that
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