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Abstract

The increasing demand for different types of wireless communication services
and the advanced wireless technology has led te the presence of emerging net-
works. However, wireless communication allows,attackers to send useless infor-
mation into the network through the process of multi-hop transmission, which
results in the forwarding of many invalid’data and the consumption of energy.
To address this, the network.needs effective identity authentication. In this pa-
per, we propose a new robust authentication algorithm based on the phase noise
fingerprint of the physical-layer (PHY). Furthermore, we propose a security au-
thentication schéme of combined PHY fingerprints to ensure the survivability of
the network«in the presence of attacks or intrusions. The experimental results
show that the identification rate of the simple multiple kernel learning (Sim-
pleMKL)/reaches 98.25%, and the scheme is robust against malicious nodes and
efficient with low computation and storage.
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