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27A reliable and efficient communications system is required for the robust, affordable and
28secure supply of power through Smart Grids (SG). Computational requirements for Smart
29Grid applications can be met by utilizing the Cloud Computing (CC) model. Flexible
30resources and services shared in network, parallel processing and omnipresent access
31are some features of Cloud Computing that are desirable for Smart Grid applications. Even-
32though the Cloud Computing model is considered efficient for Smart Grids, it has some con-
33straints such as security and reliability. In this paper, the Smart Grid architecture and its
34applications are focused on first. The Cloud Computing architecture is explained thor-
35oughly. Then, Cloud Computing for Smart Grid applications are also introduced in terms
36of efficiency, security and usability. Cloud platforms’ technical and security issues are ana-
37lyzed. Finally, cloud service based existing Smart Grid projects and open research issues are
38presented.
39� 2014 Published by Elsevier B.V.
40

41

42
43 1. Introduction

44 The Smart Grid (SG) is used by electric power utilities to
45 track and control power usage of consumers. In SGs, the
46 governance of energy usage is done in real time with the
47 ability of smart meters’ bidirectional communication [1].
48 A more reliable and secure communication is guaranteed
49 with the SG’s distributed energy management feature
50 which is called as load balancing. Electric power utilities
51 achieve preferable operation and management of their
52 electric power systems by monitoring their energy usage.
53 When consumed energy reaches peak levels, signals are
54 sent to consumers to reduce energy consumption. In this
55 way, the SG balances its energy load [2]. Entire power
56 supply system and protection devices are monitored by

57control centers for providing security of SG’s load balanc-
58ing system during communication. Cloud Computing (CC)
59is used to perform this communication process between
60substations and power supply companies’ power plants.
61Built-in redundancy is utilized to increase the reliability,
62security and robustness of this communication [3]. In this
63context, scalable platforms are needed to run many SG
64applications when data intensity is high. Over the time of
65the day, the resource requirement varies as the utilization
66differentiates between day (peak operation) and night
67(lower level operation). CC platforms can be utilized for
68obtaining scalable, elastic, secure, robust and sharable
69resources in order to build and operate a functional SG
70architecture [3].
71Utilities and consumers take the security and privacy of
72their data very seriously. This affects the acceptance of SGs
73provided by cloud platforms, i.e. the privacy issues for the
74users should be addressed by the utilities [4,5]. CC
75platforms chosen for SG applications should realize high
76assurance in their communication systems. There are some
77performance issues related to the use of cloud platforms for
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78 SG applications as well, e.g. the requirement for supporting
79 real time services to give rapid response to consumers.
80 Internet congestion and server failure are the main con-
81 straints in this respect [6]. Consistency and fault tolerance
82 services are necessary for cloud systems. In order to ensure
83 these features, some consistency models such as database
84 guarantees, replication behavior of state machine and vir-
85 tual synchrony must be applied to cloud platforms. An
86 important advantage of cloud systems for SG applications
87 is their highly qualified Internet routing capability that is
88 supplied by providing multi-path Internet routes between
89 access points and cloud services. In this manner, connection
90 losses are prevented and communication is reliably
91 achieved between the SG and cloud hosted services.
92 The next generation computing paradigm, provided by
93 CC, satisfies the requirements of SG applications [7]. Cloud
94 providers facilitate CC and offer services with their huge
95 servers for computations and with their big data centers
96 for storage. Many resources shared in the network, such
97 as software and information, are provided to the power
98 grid utility’s devices through CC. Therefore, it is preferable
99 for many SG applications to use CC for information man-

100 agement and distributed energy management.
101 There have been several studies on how SG applications
102 can exploit CC to increase their reliability and perfor-
103 mance. In the study by Simmhan et al. [8], a SG’s demand
104 response is optimized by using CC. This is achieved by CC
105 with a flexible and scalable model of Cloud virtual
106 machines. These Cloud virtual machines perform computa-
107 tions to determine the availability of resources to be used
108 on demand and to be discharged when not in use. Also,
109 redundancy is achieved for critical SG applications by these
110 Cloud virtual machines by adding extra virtual machines to
111 duplicate computations and replicate the data. In the work
112 by Rusitschka et al. [9], a different CC model is proposed for
113 real time data retrieval and parallel processing for SG
114 applications. In another research, conducted by Bai et al.
115 [10], CC provides efficient and secure storage management
116 for a Smart Grid condition monitoring application. CC also
117 offers many other advantages to a SG in terms of afford-
118 ability and scalability. Kim et al. offered a CC based
119 demand response architecture which aims at giving fast
120 response to customers by providing direct communication
121 between consumers and utilities [11]. Grid aware CC rout-
122 ing algorithms, which solve service request routing prob-
123 lems, are implemented by Mohsenian-Rad et al. [12],
124 Fayyaz et al. [13] and Alcaraz and Lopez In [14], the authors
125 focused on addressing the security and reliability issues in
126 combining SG applications with CC. In addition to research
127 conducted on the application of CC for SGs, there are also
128 some products, already in the market, implementing SG
129 applications utilizing CC. Hohm, Microsoft’s energy man-
130 agement tool, is hosted on a cloud platform proposed to
131 be used by special residential buildings [15]. Proprietary
132 power saving suggestions are procured by Hohm [15].
133 Google’s PowerMeter is another tool utilizing CC for SG
134 applications and was ended in September 26, 2011 [16].
135 It is a scalable platform and facilitates monitoring the
136 energy usage of consumers. There are also many other
137 applications for testing and observing the performance of
138 CC on SG applications [17–19]. Some of these applications

139are already in use and some are still being researched. All
140these studies are summarized in Table 1.
141The remainder of this paper is organized as follows. In
142Sections 2 and 3, the SG and CC architectures are pre-
143sented, respectively. In Section 4, opportunities and chal-
144lenges to apply CC in SG is discussed. In Section 5, the
145use of CC for SG applications is analyzed in technical and
146security perspectives. In Section 6, an overview of CC based
147SG applications and projects are given. Open research
148issues in CC for SGs are presented in Section 7. Finally, this
149paper is concluded in Section 8.

1502. The Smart Grid (SG) architecture

151An electric grid with the information and communica-
152tions technology (ICT) is called a Smart Grid. In SG, informa-
153tion about consumers’ electricity consumption behavior is
154collected automatically with the use of the ICT [1]. This
155helps increase the efficiency, reliability and performance
156of the electric grid. The European Technology Platform is
157preparing a SG policy to overcome many challenges in cur-
158rent electricity supply, in terms of reliability, flexibility,
159efficiency, load adjustment, peak power cut, permanency,
160market supply and demand response support [20]. Reliabil-
161ity is provided by a SG with its features such as the ability
162for fault detection and self-healing. In SG applications, bidi-
163rectional energy flow allows for flexible network topology
164with distributed generation. The demand side management
165feature of the SG ensures efficiency in energy consumption.
166The load adjustment feature helps balance loads in spite of
167their variations. If a user’s load exceeds an average thresh-
168old, power can be cut for this user to control electricity
169usage in high-cost/peak-usage periods.
170The SG conceptual model, identified by the National
171Institute of Standards and Technology (NIST) [21], gives
172the characteristics, requirements, operations and services
173that should be provided by a SG. It also specifies communi-
174cation ways from top level to lower levels for SG applica-
175tions. The conceptual model includes seven domains such
176as bulk generation, transmission, distribution, customer,
177service provider, operations and markets [21] as given in
178Fig. 1. The conceptual model begins with bulk generation.
179In this domain, electricity generation and protection proce-
180dures are realized. The second domain is the markets
181which perform load balancing by analysing and optimizing
182energy pricing to help control energy consumption of cus-
183tomers. Business processes of energy producers, customers
184and transmission companies are performed by a service
185provider, which is the third domain of the SG conceptual
186model [21]. Operations in the network such as monitoring
187of network operation, network control, fault detection and
188reporting are realized with the fourth operations domain.
189Transportation of electricity from sources to distribution
190are achieved by using the transmission domain. Service
191providers optimize flows by the agency of the transmission
192domain and connect with customers via the distribution
193domain which achieves real time monitoring of electricity
194consumption. The last SG domain is the customers who let
195their energy usage be managed. All of these domains make
196up the SG architecture and result in many benefits
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