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A B S T R A C T

System component-interaction has been critical for system safety, accompanied by the ever-
growing complexity of safety-critical systems. As a novel causality model, Systems-Theoretic
Accident Modeling and Process (STAMP) has been well used to obtain component-interaction
related safety requirements. However, the original process model used in STAMP can't specify
component-interactions clearly, which limits the component-interaction related requirement
elicitation. Petri nets, which are effective tools to model complex systems, can help analyze
component-interactions and make the safety requirement elicitation with STAMP effectively.
This paper extends traditional Petri Nets, Control Logical Petri Net (CLPN), to model and analyze
component-interactions in the control process. Then four kinds of basic dysfunctional interac-
tions that can lead to system hazards are described with CLPN. Additionally, several rules are
listed to guide dysfunctional interactions analysis with CLPN. Based on the studies above, an
integrated approach eliciting safety requirement is proposed. The experimental results illustrate
the feasibility and availability.

1. Introduction

The ever growing complexity and coupling of safety-critical systems have led the dysfunctional interaction among system
components to be an important causal factor of accidents [1,2]. System component-interaction related safety analysis is attracting
widespread interest in various areas. And the Component-Interaction related Software Safety Requirements (CISSRs), which act as an
important part of software safety requirements, are considered to be essential for system safety [3,4].

In software engineering, Feature-Oriented Domain Analysis (FODA) [5] treats dysfunctional interactions as the feature interaction
problem to obtain unexpected hazardous interactions [6,7]. However, most feature-oriented methods require formal feature inter-
action models, and the combination of these methods and accident causality models used in CISSRs elicitation remains to be further
researched.

Safety analysis is one of the most important ways to elicit software safety requirements [8], including CISSRs. According to the
accident causality model, the obtained causal factors could be translated into CISSRs. Unfortunately, most traditional failure-based
safety analysis approaches, such as Fault Tress Analysis (FTA), Failure Modes and Effect Analysis (FMEA), are based on event-chain
accident models, which assume that accidents are caused by component failures [1,9], but they do not account for component-
interaction accidents and do not work well for CISSRs elicitation [10]. The reason of this problem is that dysfunctional interactions,
which serve as an important accident causal factor for software safety requirements elicitation [2], could occur among non-failing
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components and can't be simply explained using failure event. In order to address this issue, Leveson developed a new causality
model named Systems-Theoretic Accident Modeling and Processes (STAMP) [4]. In STAMP, accidents such as component-interaction
accidents and component failure accidents, are conceived as the results of inadequate control or enforcement of safety-related
constraints on the behavior of components in system life cycle. So accidents result from dysfunctional interactions among components
can be eliminated by enforcing appropriate component-interaction constraints on the control actions of components in the control
structure of STAMP. Based on STAMP, System Theoretic Process Analysis (STPA) method [11] is developed to identify a wider range
of hazard causal factors and derive more complete software safety requirements in various areas [9,12]. However, STPA's application
is ad-hoc with no rigorous procedures to guide the analysis, and the process model of system control structure used by STPA is too
simple to specify the component-interaction, that limit the CISSRs elicitation with STAMP.

In order to identify the hazardous interaction that result from inadequate constraints of control action, interactions in the control
structure of STAMP should be modeled and analyzed. Although there are lots of component interaction modeling and analyzing tools
such as Component Interaction Automata and Interaction Overview Diagram in software engineering, most of these tools only specify
the interaction and they always need to work together with model checkers in analyzing the interaction. Unlike those above-men-
tioned tools for component interaction specification, Petri Nets are well-founded models applied to simulate and analyze the behavior
of concurrent systems [12,13], as well as the concurrency and uncertainty of component interactions, and the analysis of Petri nets
does not depend on the model checking tools. Therefore, Petri Nets [14] could identify dysfunctional interactions through modeling
and analyzing complex interactions in the control structure of STAMP, especially when there are multiple controllers control the same
process. Petri Nets have been used to determine the critical software functions for such properties as safety and fault-tolerance along
with FTA, FMEA and so on [15]. However, these safety analyses with Petri Nets are based on event-chain accident models and hardly
applicable for dysfunctional interaction identification and CISSRs elicitation. Consequently, an efficient method based on Petri Nets is
needed to analyze dysfunctional interactions and elicit related software safety requirements with STAMP.

Aimed to accomplish this goal, we presented a novel CISSRs elicitation method with an extended Petri Net named Control Logical
Petri Net (CLPN). CLPN was proposed in this study to model the interactions among control actions in the control process of system
control structure. Then, the interactions were analyzed in the CLPN to identify the dysfunctional interactions which lead to the
coordination risks of STAMP. We investigated when and how component-interactions can lead system to hazardous states, and four
kinds of dysfunctional interactions were found. Afterwards, the hazardous dysfunctional interactions elicited from the CLPN were
further used to generate the safety constraints on control action as CISSRs based on STAMP.

The rest parts of this paper are organized as follows. Section 2 describes the methodology of component-interaction related safety
requirement elicitation proposed in this paper. An extended Petri Net is proposed to model the component-interactions in system
control structure in Section 2.1; the dysfunctional interactions of STAMP are specified with CLPN and further to be analyzed with the
reachable tree of CLPN for safety requirement obtainment in Section 2.2. Experimental results with detailed analysis are discussed in
Section 3. Finally, some concluding remarks along with the scope of future works are given in Section 4.

2. Methodology

According to STAMP, systems are viewed as hierarchical control structures, and control processes operate throughout the hier-
archy with control actions to impose constraints on the lower levels. In the system control structure, especially when there are
multiple components as controllers, constraints that are adequate for individual control actions may be inadequately coordinated for
the interactions among these components and lead to system hazards. So interactions among these components should be examined
to ensure the system safety. To achieve this, we proposed an extended Petri Net to describe the interactions in control process based
on STAMP and elicit the dysfunctional interactions from the extended Petri Net models with the purpose of generating the related

Fig. 1. The framework of CISSRs elicitation method.
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