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We first show the security limitations of a recent user authentication scheme proposed for
wireless healthcare sensor networks. We then present a provably secure three-factor user
authentication and key agreement protocol for wireless healthcare sensor networks. The
proposed scheme supports functionality features, such as dynamic sensor node addition,
password as well as biometrics update, smart card revocation along with other usual fea-
tures required for user authentication in wireless sensor networks. Our scheme is shown to
be secure through the rigorous formal security analysis under the Real-Or-Random (ROR)
model and broadly-accepted Burrows-Abadi-Needham (BAN) logic. Furthermore, the simu-
lation through the widely-known Automated Validation of Internet Security Protocols and
Applications (AVISPA) tool shows that our scheme is also secure. High security, and low
communication and computation costs make our scheme more suitable for practical appli-
cation in healthcare applications as compared to other related existing schemes.

© 2017 Elsevier Ltd. All rights reserved.

1. Introduction

Developments in telecommunication and information technology helped in eliminating distance barriers while providing

health care. Over the years, telemedicine using radio and telephone has been replaced with video-telephony, distributed
client/server applications and devices that support home-care. This has facilitated remote monitoring of patients and thus
has improved medical facilities in rural communities. Technology also allows doctors in multiple locations to share infor-
mation and discuss cases. Apart from decreasing the number of required outpatient visits, use of telemedicine reduces the
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Fig. 1. A typical healthcare-monitoring scenario (Source: [1]).

overall cost of medical care. Telemedicine can be delivered using networks linking hospitals with community health centers
in rural areas.

Wireless Sensor Networks (WSNs) for medical applications has been garnering a lot of attention in recent years due to
advantages over wired alternatives such as enhanced mobility, reduced risk of infection, low cost etc. An emerging aspect
of the telemedicine is the Wireless Body Area Network (WBAN), where each patient belonging to the system is provided
with the body sensor nodes that collect and monitor vitals such as temperature, heart beat, blood pressure etc., irrespective
of the patient’s condition and location. The collected information is then received by a smart mobile device using any one
of bluetooth, wi-fi, etc. The smart device forwards the information to a remote health care facility over a wi-fi or 3G/4G
network. A typical healthcare-monitoring scenario is demonstrated in Fig. 1, which is adapted from the scheme [1]. Along
with providing continuous monitoring by instantly updating patient’s vitals for hospitals to store and process using wearable
sensor devices, WSNs also help to detect emergencies sooner.

Multiple technical challenges need to be faced while setting up a WSN for health care. Along with the obvious limitations
in @ WSN, such as scarce energy reserves, processing and memory constraints, limited network capacity etc., any health care
network imposes a definite requirement of quality of service, system reliability and above all, privacy and security. Since
most sensor network deployment consists of stationery nodes that transmit data with focus on best effort data collection
at the base station at a relatively low rate, there is a huge gap between the design of such networks and requirements
of telemedicine. Also, as the sensor nodes are usually deployed over an unattended area, it may lead to a compromise of
patient privacy either due to eavesdropping attacks or sensor node capture physically by an adversary.

1.1. Related work

This section outlines various authentication schemes proposed to secure health care sensor networks. Over the years,
many researchers have come up with schemes to strengthen the security of wireless medical care networks. Malasri and
Wang [2] implemented a secure key exchange protocol using Elliptic Curve Cryptography (ECC) to establish a shared key
between sensor node and base station along with a two-tier architecture for user data authentication with the help of
biometrics. Hu etal. [3] proposed a real-time hardware and software based protocol for monitoring cardiac patients. Wire-
less ECG communication unit, called a mobile platform, is integrated together. Although the scheme provides privacy and
integrity, it does not include strong user authentication. Huang etal. [4] proposed a three-tiered sensor-based hierarchical
architecture for monitoring health. Wireless Sensor Motes (WSM) and Wearable Sensor Systems (WSS) were placed strate-
gically in each tier to broadcast data. Advanced Encryption Standard (AES)-based authentication and encryption is used at
the WSS, while a polynomial-based encryption is used at the WSM to establish point-to-point secure communication.

In recent years, Le etal. [5] came up with a scheme supporting access control and mutual authentication using ECC. Also,
they argue that the scheme is secure against known attacks like replay and denial-of-service attack. However, it has been
proved that this scheme is vulnerable to eavesdropping compromising patient privacy. Das [6] proposed a two-factor user
authentication protocol for WSNs claiming that the scheme is secure against known attacks like password-guessing, user
impersonation, replay, node compromise and stolen-verifier attacks. However, Khan and co-workers [7,8] showed that this
protocol is not secure against user impersonation and insider attack. Also, the scheme does not support mutual authentica-
tion and message confidentiality between the user and the sensor.
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