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ABSTRACT

When modern hardware and software technologies are integrated into smart grid, numer-
ous vulnerabilities are introduced at the same time. The vulnerabilities are now leveraged by
malicious users for the purpose of electricity theft. Many approaches are proposed to iden-
tify malicious users. However, some of them have low detection rates; the others suffer from
either low inspection speed or huge cost of deploying monitoring devices. In this paper, to
accurately locate malicious users stealing electricity in a fast and economic way, we propose
three novel inspection algorithms. First, Binary-Coded Grouping-based Inspection (BCGI) al-
gorithm is proposed. Under some assumptions, it can locate malicious users with only one
inspection step. Given n users, the BCGI algorithm requires ©(log,(n)) inspectors. Unfortu-
nately, in some cases we do not have enough inspectors for the BCGI algorithm to work. To
deal with these cases, we further propose two algorithms: M-ary Coded Grouping-based In-
spection (MCGI) and Generalized BCGI (G-BCGI). In the MCGI algorithm, users’ identification
(ID) numbers are encoded into (I+1)-nary notations, where 1 is adaptively determined by the
number of users and the number of available inspectors. It can locate malicious users within
linspection steps. In G-BCGI algorithm, users’ IDs are encoded into binary notations, similar
to the BCGI algorithm, and multiple rounds may be needed to locate malicious users. Exper-
iment results show that the proposed algorithms can locate malicious users accurately and
efficiently.

© 2018 Elsevier Ltd. All rights reserved.

1. Introduction

modern hardware and software technologies (e.g., advanced
metering infrastructure and information and communication
technologies) are integrated into smart grids (Liu et al., 2012).

Compared to a traditional power system, a smart grid pro-
vides more reliable, economical, and environment-friendly
energy management. Many countries are striving to estab-
lish their own smart grids (Faruqui et al., 2009). Nevertheless,
each coin has two sides. Smart grid itself also has drawbacks
(Wichmann, 2014). Many vulnerabilities are introduced when
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Among these vulnerabilities, the risk of security breaches gar-
ners the most attentions (Jow et al., 2017). Electricity theft is
one special form of security breaches and has harassed the
worldwide utility companies for a long time.

On the whole, electricity theft grows even more serious
in smart grids. Apart from physical attacks such as directly
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hooking from line and bypassing energy meters, malicious
users can also launch various invisible cyber attacks to tamper
with smart meters anytime and anywhere. The Federal Bureau
of Investigation (FBI) warns that insiders and individuals with
only a moderate level of computer knowledge are likely able to
compromise meters with low-cost tools and software readily
available on the Internet (Krebs, 2012).

Many negative and severe effects come with electricity
theft. First, huge economic losses are brought to the utility
companies, which are further spared to all the users. For ex-
ample, the annual losses caused by electricity theft in UK
amount to €500 million, putting extra €30 a year on individ-
uals’ bills (Arkell, 2014). Besides, it overloads the generation
unit and drastically impinges on the power quality, resulting
in users’ electronics and appliances harmed and even dam-
aged more easily. To top it all off, some malicious users (espe-
cially the ones adopting physical attacks) even lose their lives
when trying to steal electricity.

Numerous approaches are proposed to detect electricity
theft. In papers Jokar et al. (2016); Nagi et al. (2008, 2010); Nizar
et al. (2008a,b); Pereira et al. (2013); Trevizan et al. (2015), vari-
ous machine learning approaches, such as support vector ma-
chine and extreme learning machine, are applied to analyze
users’ load-profile information. The malicious users® are rec-
ognized as the ones who exhibit abnormal behaviors that are
highly correlated with electricity theft. These approaches have
a relatively low detection rate but a rather high false positive
rate. In papers Bandim et al. (2003); Han and Xiao (2014, 2016a,
2016b, 2016c, 2017a, 2017b); Liu et al. (2014); McCary and Xiao
(2017); Xia et al. (2015a, 2017, 2015b); Xiao et al. (2011, 20134,
2013b), redundant monitoring devices (e.g., sensors and in-
spectors) are installed at the utility company side for detecting
the malicious users. These approaches are able to identify the
malicious users with absolute certainty. Nonetheless, the in-
spection speed or the cost issue becomes the major concern.

To address the above limitations, this paper first proposes
a novel Binary-Coded Grouping-based Inspection (BCGI) algo-
rithm. Under some assumptions, the BCGI algorithm is able to
locate a malicious user by only one inspection step. It consists
of two phases - a grouping phase and an inspecting phase.
During the grouping phase, the users are grouped according
to the binary notations of their identification numbers; and
during the inspecting phase, the malicious users are iden-
tified in line with the inspectors’ states. Given n users, the
BCGI algorithm needs O(log,(n))? inspectors. However, in some
cases (e.g., when there are a lot of users in the smart grid, but
very limited budget for installing inspectors), we do not have
enough inspectors for the BCGI algorithm to work. To conquer
the limitation of the BCGI algorithm, we propose two more al-
gorithms: M-ary Coded Grouping-based Inspection (MCGI) and
Generalized BCGI (G-BCGI). In the MCGI algorithm, users’ IDs
are encoded into (I + 1)-nary notations, where 1 is adaptively

1 In this paper the terms “meter” and “user” are used inter-
changeably. Malicious users are referred to as the users steal-
ing electricity by manipulating their own reported electricity con-
sumptions to smaller values via cyber or physical attacks. If users
do not steal electricity, they are called honest users.

2 We write f(n) = ©(g(n)) if there exist constants ¢, ¢’ >0 such
that, for large enough n, cg(n) < f(n) < c'g(n).

determined by the total number of users and the number of
available inspectors. For different inspection steps, users are
regrouped based upon different digits (i.e, 0,1,...,1—1,1) of
the (I+1)-nary notations of users’ ID numbers. The MCGI algo-
rithm can locate a malicious user within | inspection steps. In
the G-BCGI algorithm, users are allocated with unique ID num-
bers for different inspection steps. These ID numbers are then
encoded into binary notations, according to which users are
grouped. In essential, both the MCGI and G-BCGI algorithms
are general forms of the BCGI algorithm. They can be used
when we are short of inspectors for the BCGI algorithm to
work. Theoretical analyses and experiment results show that
the G-BCGI algorithm can locate malicious users more quickly
than the MCGI algorithm. The contributions of this paper are
highlighted as follows:

« First, we propose the BCGI algorithm, which can locate
malicious users with only one inspection step under the
assumption that there are ©(log,(n)) available inspectors,
given n users;

Next, to deal with the cases where we are short of inspec-
tors for the BCGI algorithm to work, we propose the MCGI
algorithm, which can locate malicious users within I in-
spection steps.

Furthermore, we propose the G-BCGI algorithm, which is
proved to be able to locate malicious users more quickly
than the MCGI algorithm.

In addition, theoretic analyses are provided on the perfor-
mance of the BCGI, MCGI and G-BCGI algorithms;

Finally, experiment results show that the proposed algo-
rithms are efficient to locate the malicious users.

The rest of this paper is organized as follows. Section 2 re-
views the related work. Section 3 defines the problem. We pro-
pose the BCGI algorithm in Section 4, and both the MCGI and
G-BCGI algorithms in Section 5, with theoretical analyses and
examples provided. In Section 6, experiment results are re-
ported. The conclusion and the future work are presented in
Section 7.

2. Related work

Smart Grid is one special kind of cyber-physical systems in
which security becomes more complex since they normally
involve both cyber and physical aspects (Chao Liu and Sarkar,
2017; Yucelen et al., 2016). In recent years, there are many pub-
lished papers for detecting malicious meters. Among these
works, the most popular ones are the various kinds of ma-
chine learning-based approaches (Jokar et al., 2016; Nagi et al.,
2008, 2010; Nizar et al., 2008a, 2008b; Pereira et al., 2013; Tre-
vizan et al., 2015), which usually involve training a classifier
with a historical dataset and then applying it to find irreg-
ularities or deviations in the customer energy consumption
profile. For instance, in paper Depuru et al. (2013) the sim-
plified encoded data are classified into three classes to de-
tect the malicious users, by applying both support vector ma-
chine and rule engine based algorithms. Similarly, the paper
Nizar et al. (2008a) proposes an extreme learning machine-
based approach to expose abnormal behaviors that are highly
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