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@School of Computer Science and Informatics, Cardiff University
b Airbus Group

Abstract

Static malware analysis is well-suited to endpoint anti-virus systems asyit can be conducted
quickly by examining the features of an executable piece of code and matehing it to previously
observed malicious code. However, static code analysis can be vulherableito code obfuscation
techniques. Behavioural data collected during file execution_is more difficult to obfuscate,
but takes a relatively long time to capture - typically up to 5 minutes, meaning the malicious
payload has likely already been delivered by the time it is detected.

In this paper we investigate the possibility of predieting whether or not an executable
is malicious based on a short snapshot of behaviouraltdata. We find that an ensemble of
recurrent neural networks are able to predict whether an executable is malicious or benign
within the first 5 seconds of execution with 94% &ecuracy. This is the first time general types
of malicious file have been predicted to bednalieious during execution rather than using a
complete activity log file post-execution, and enables cyber security endpoint protection to
be advanced to use behavioural data for-blecking malicious payloads rather than detecting
them post-execution and having to.xepair the damage.

Keywords: malware detectionintrusion detection, recurrent neural networks, machine
learning, deep learning

1. Introduction

Automatic_malware detection is necessary to process the rapidly rising rate and volume
of new malware being generated. Virus Total, a free tool which can be used to evaluate
whether files are malicious, regularly approaches one million new, distinct files for analysis
each day?![1].

Gemmonly, automatic malware detection used in anti-virus systems compares (features
extracted from) the code of an incoming file to a known list of malware signatures. However,
this form of filtering using static data is unsuited to detecting completely new (“zero-day”)
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