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Abstract

Although the role of users in maintaining security is regularly emphasized, this is often not
matched by an accompanying level of support. Indeed, users are frequently given insufficient
guidance to enable effective security choices and decisions, which can lead to perceived bad
behaviour as a consequence. This paper discusses the forms of support that are possible, and
seeks to investigate the effect of doing so in practice. Specifically, it presents findings from
two experimental studies that investigate how variations in password meter usage and
feedback can positively affect the resulting password choices. The first experiment examines
the difference between passwords selected by unguided users versus those receiving guidance
and alternative forms of feedback (ranging from a traditional password meter through to an
emoji-based approach). The findings reveal a 30% drop in weak password choices between
unguided and guided usage, with the varying meters then delivering up to 10% further
improvement. The second experiment then considers variations in the form of feedback
message that users may receive in addition to a meter-based rating. It is shown that by
providing richer information (e.g. based upon the time required to crack a password, its
relative ranking against other choices, or the probability of it being cracked), users are more
motivated towards making strong choices and changing initially weak ones. While the
specifics of the experimental findings were focused upon passwords, the discussion also
considers the benefits that may be gained by applying the same principles of nudging and
guidance to other areas of security in which users are often found to have weak behaviours.
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1. Introduction

Over the past few years, the importance of information security has become clear for
individuals and organizations. Numerous incidents serve as evidence, demonstrating that
protecting information assets is no longer an optional duty. However, despite the advance in
security technology, the weakest link in the information security realm still lies in end-users
(Crossler et al. 2013).

Although several studies have shown that some users may intentionally abuse the information
systems (e.g., Siponen and Willison 2009; Willison and Backhouse 2006), ample evidence

Page 1 of 19



Download English Version:

https://daneshyari.com/en/article/6883928

Download Persian Version:

https://daneshyari.com/article/6883928

Daneshyari.com


https://daneshyari.com/en/article/6883928
https://daneshyari.com/article/6883928
https://daneshyari.com

