Accepted Manuscript

Computers
& Security

Title: Ransomware threat success factors, taxonomy, and countermeasures: a
survey and research directions

Author: Bander Ali Saleh Al-rimy, Mohd Aizaini Maarof, Syed Zainuddin
Mohd Shaid

Pll: S0167-4048(18)30004-X
DOI: https://doi.org/10.1016/j.cose.2018.01.001
Reference: COSE 1263

To appear in: Computers & Security

Received date:  9-7-2017
Revised date: 20-12-2017
Accepted date:  2-1-2018

Please cite this article as: Bander Ali Saleh Al-rimy, Mohd Aizaini Maarof, Syed Zainuddin
Mohd Shaid, Ransomware threat success factors, taxonomy, and countermeasures: a survey and
research directions, Computers & Security (2018), https://doi.org/10.1016/j.cose.2018.01.001.

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service
to our customers we are providing this early version of the manuscript. The manuscript will
undergo copyediting, typesetting, and review of the resulting proof before it is published in its
final form. Please note that during the production process errors may be discovered which could
affect the content, and all legal disclaimers that apply to the journal pertain.



Ransomware Threat Success Factors, Taxonomy, and
Countermeasures: A Survey and Research Directions

Bander Ali Saleh Al-rimy *, Mohd Aizaini Maarof, Syed Zainuddin Mohd Shaid,
Faculty of Computing, Universiti Teknologi Malaysia,
81310 UTM Johor Bahru, Johor, Malaysia

bnder321@gmail.com, aizaini@utm.my, szainudeen@utm.my

Bander Ali Saleh Al-rimy is a PhD candidate at Information Assurance and Security Research Group
(IASRG), Faculty of Computing, Universiti Teknologi Malaysia (UTM). He received his B.Sc
(Computer Engineering) from Faculty of Engineering, Sana’a University, Yemen, and M.S¢ (Information
Technology) from OUM, Malaysia. His research interest includes but not limited to Malware, IDS,

Network Security, and Routing Technologies.

Mohd Aizaini Maarof is a Professor at Faculty of Computing and the research dean of Smart Digital
Community Research Alliance, Universiti Teknologi Malaysia(UTM). He is also the head of UTM-CSM
Cyber Security X Lab and a member of Information Assurance & Security Research Group (IASRG),
UTM. He received his B.Sc (Computer Science) from WMU - USA, M.Sc (Computer Science) from
CMU — USA, and PhD (IT Security) degree from Aston University, Birmingham, UK. His research

interest is in Information System Security.

Syed Zainudeen Mohd Shaid Received his B.Sc, M.Sc, and PhD (Computer Science) from Universiti
Teknologi Malaysia (UTM). He is a member of Information Assurance and Security Research Group
(IASRG) in Universiti Teknologi Malaysia (UTM). With a Software Reverse Engineering background, he

is now active in Malware Research and Penetration Testing. He also does training and consultancy on

Page 1 of 48



Download English Version:

https://daneshyari.com/en/article/6883975

Download Persian Version:

https://daneshyari.com/article/6883975

Daneshyari.com


https://daneshyari.com/en/article/6883975
https://daneshyari.com/article/6883975
https://daneshyari.com

