
Accepted Manuscript 

 
 

Title: From big data to knowledge: a spatio-temporal approach to malware 

detection 

 

Author: Weixuan Mao, Zhongmin Cai, Yuan Yang, Xiaohong Shi, Xiaohong 

Guan 

 

PII:  S0167-4048(17)30270-5 

DOI:  https://doi.org/10.1016/j.cose.2017.12.005 

Reference: COSE 1253 

 

To appear in: Computers & Security 

 

Received date: 23-1-2017 

Revised date: 4-6-2017 

Accepted date: 13-12-2017 

 

 

Please cite this article as:  Weixuan Mao, Zhongmin Cai, Yuan Yang, Xiaohong Shi, Xiaohong 

Guan, From big data to knowledge: a spatio-temporal approach to malware detection, Computers 

& Security (2017), https://doi.org/10.1016/j.cose.2017.12.005. 

 

This is a PDF file of an unedited manuscript that has been accepted for publication.  As a service 

to our customers we are providing this early version of the manuscript.  The manuscript will 

undergo copyediting, typesetting, and review of the resulting proof before it is published in its 

final form.  Please note that during the production process errors may be discovered which could 

affect the content, and all legal disclaimers that apply to the journal pertain. 

 

 



From Big Data to Knowledge: A Spatio-Temporal 

Approach to Malware Detection 

Weixuan Mao
a,b

, Zhongmin Cai
a
, Yuan Yang

a
, Xiaohong Shi

c
, Xiaohong Guan

a
 

a
Xi’an Jiaotong University, Xi’an, China 

b
National Computer Network Emergency Response Technical Team / Coordination Center of 

China, Beijing 100029, China 

c
Beijing Qihoo Technology Co. Ltd. 

 

Biographical Sketch 

1 Bio 

Weixuan Mao received the B.S. degree in computer science and engineering and the Ph.D. 

degree in control science and engineering from Xi’an Jiaotong University, Xi’an, China, in 2009 

and 2017, respectively. He is currently a security engineer with National Computer Network 

Emergency Response Technical Team/Coordination Center of China (CNCERT/CC). His 

research interests include intrusion/malware detection, data driven security analysis. 

Zhongmin Cai received the B.S. degree in automatic control and the Ph.D. degree in system 

engineering from Xi’an Jiaotong University, Xi’an, China, in 

1998 and 2004, respectively. He is currently a Professor with the School of Electronic and 

Information Engineering, Xi’an Jiaotong University. His research interests include Internet 

security, HCI behavior analysis, and machine learning. 

Yuan Yang received the B.S. degree in software engineering from Xi’an Jiaotong University, 

Xi’an, China, in 2010, where he is currently pursuing the Ph.D. degree with the Systems 

Engineering Institute, Xi’an Jiaotong University. His research interests include intrusion 

recovery, malware detection. 

Xiaohong Shi received the Ph.D. degree in computer science and technology from Xi’an 

Jiaotong University, Xi’an, China. He is currently vice-president of Beijing Qihoo Technology 

Co. Ltd. 

Xiaohong Guan received the B.S. and M.S. degrees in automatic control from Tsinghua 

University, Beijing, China, and the Ph.D. degree in electrical engineering from the University of 

Connecticut, Storrs, CT, USA, in 1982, 1985, and 1993, respectively. Since 1995, he has been 

Page 1 of 38



Download English Version:

https://daneshyari.com/en/article/6883979

Download Persian Version:

https://daneshyari.com/article/6883979

Daneshyari.com

https://daneshyari.com/en/article/6883979
https://daneshyari.com/article/6883979
https://daneshyari.com

