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ABSTRACT

Graph-based malware detection methods must build a behavior graph for each known malware, and they are thus difficult to
apply in practice. To solve this issue, we study how to build a common behavior graph for each malware family. We represent
malware behaviors as dependency graphs. To find the dependency relations between system calls, we use a dynamic taint analysis
technique to mark the system call parameters with taint tags, and we then build the system call dependency graph by tracing the
propagation of the taint data. Based on the dependency graphs of malware samples, we propose an algorithm to extract the common
behavior graph, which is used to represent the behavioral features of a malware family. Finally, a graph matching algorithm that is
based on the maximum weight subgraph is used to detect malicious code. The experimental results show that the proposed method

has a high detection rate and a low false positive rate and can detect malware variants.
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