
Accepted Manuscript 

 
 

Title: Identification of pressed keys by time difference of arrivals of 

mechanical vibrations 

 

Author: Gerson de Souza Faria, Hae Yong Kim 

 

PII:  S0167-4048(15)00166-2 

DOI:  http://dx.doi.org/doi:10.1016/j.cose.2015.11.002 

Reference: COSE 955 

 

To appear in: Computers & Security 

 

Received date: 1-7-2015 

Revised date: 10-9-2015 

Accepted date: 4-11-2015 

 

 

Please cite this article as:  Gerson de Souza Faria, Hae Yong Kim, Identification of pressed keys 

by time difference of arrivals of mechanical vibrations, Computers & Security (2015), 

http://dx.doi.org/doi:10.1016/j.cose.2015.11.002. 

 

This is a PDF file of an unedited manuscript that has been accepted for publication.  As a service 

to our customers we are providing this early version of the manuscript.  The manuscript will 

undergo copyediting, typesetting, and review of the resulting proof before it is published in its 

final form.  Please note that during the production process errors may be discovered which could 

affect the content, and all legal disclaimers that apply to the journal pertain. 

 

 



1 
 

Identification of Pressed Keys by Time Difference of Arrivals of Mechanical Vibrations 

Gerson de Souza Faria
a,1,

*, Hae Yong Kim
a,1

 

 

a
Departamento de Engenharia de Sistemas Eletrônicos, Escola Politécnica, Universidade de São 

Paulo, Av. Prof. Luciano Gualberto, tr. 3, 158, CEP 05508-010, São Paulo, Brazil 

*Corresponding author 

Email addresses: gerson.faria@usp.br (Gerson de Souza Faria), hae@lps.usp.br (Hae Yong 

Kim) 

 

Gerson de Souza Faria received the B.Sc. degree in Physics from University 

of São Paulo (USP) in 2002 and M.Sc. in Electrical Engineering in 2012 from 

Escola Politécnica, USP. Currently, he is a Ph.D. candidate in Electrical 

Engineering in the same department. His interests include signal and image 

processing, machine learning, low-cost attacks and information security 

in human-machine interfaces. 

 

 

Hae Yong Kim was born in South Korea in 1964 and migrated to Brazil in 1975. 

He received the third highest score in the entrance exam to the University 

of São Paulo (USP), among about 11000 candidates to Sciences and Engineering, 

and has graduated in Computer Science in 1988 with the best average scores. 

He received M.Sc. in Applied Mathematics (1992) and Ph.D. in Electrical 

Engineering (1997), both from USP. He has lectured at USP since 1989, and 

is currently an associate professor with the Department of Electronic 

Systems Engineering, Escola Politécnica, USP.  

He has been receiving academic productivity scholarship from CNPq (National 

Counsel for Technological and Scientific Development) since 2002. His 

research interests include the general area of image and video processing, 

object recognition, authentication watermarking, information security and 

machine learning. 

 
 

Highlights 

 We show a new physical vulnerability of commercial pinpads. 

 We could infer the pressed PIN number within 96.4% of success. 

 The certification processes does not address this new side-channel attack. 

 Design flaws responsible for the vulnerability are spotted and explained. 

 

Abstract 

The possibility of finding the sequence of pressed keys in a mechanical keyboard is a serious 
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