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Abstract 

 This paper reviews the state of the art in cyber security risk assessment of 

Supervisory Control and Data Acquisition (SCADA) systems. We select and in-detail 

examine twenty-four risk assessment methods developed for or applied in the context of a 

SCADA system. We describe the essence of the methods and then analyse them in terms 

of aim; application domain; the stages of risk management addressed; key risk 

management concepts covered; impact measurement; sources of probabilistic data; 

evaluation and tool support. Based on the analysis, we suggest an intuitive scheme for the 

categorisation of cyber security risk assessment methods for SCADA systems. We also 

outline five research challenges facing the domain and point out the approaches that 

might be taken. 

Keywords: SCADA, cyber security, risk assessment, risk analysis 

1. Introduction 

 A Supervisory Control and Data Acquisition (SCADA) system is a type of 

Industrial Control System (ICS). An ICS controls processes in the industrial sector and in 

the sectors which form a Critical National Infrastructure 

(CNI) Error! Reference source not found.. The list of sectors forming CNI varies from 

country to country. In the UK, CNI is defined as “Those infrastructure assets (physical 

or electronic) that are vital to the continued delivery and integrity of the essential 

services upon which the UK relies, the loss or compromise of which would lead to severe 

economic or social consequences or to loss of life” and is formed by nine sectors: energy, 

food, water, transportation, communications, emergency services, health care, financial 

services and government Error! Reference source not found.. 
 SCADA systems stand out among other ICSs as systems that (1) monitor and 

control assets distributed over large geographical areas, and (2) use specific control 

equipment such as a Master Terminal Unit (MTU) and Remote Terminal Unit (RTU), 

which we further discuss in Section 2. Initially, SCADA systems were used in power 

transmission, gas pipeline and water distribution control systems. Nowadays, SCADA 

systems are widely used in steel making, chemistry, telecommunications, experimental 

and manufacturing facilities [2, 4, 6]. 

 The smooth and reliable operation of SCADA systems is vital for such sectors of 
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