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a b s t r a c t

An increasing number of programs like browsers or smartphone apps are using SQLite3 databases to store
application data. In many cases, such data is of high value during a forensic investigation. Therefore,
various tools have been developed that claim to support rigorous forensic analysis of SQLite database files,
claims that are not supported by appropriate evidence. We present a standardized corpus of SQLite files
that can be used to evaluate and benchmark analysis methods and tools. The corpus contains databases
which use special features of the SQLite file format or contain potential pitfalls to detect errors in forensic
programs. We apply our corpus to a set of six available tools and evaluate their strengths and weaknesses.
In particular, we show that none of these tools can reliably handle all corner cases of the SQLite3 format.
© 2018 The Author(s). Published by Elsevier Ltd on behalf of DFRWS. This is an open access article under

the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

Introduction

SQLite has evolved into one of the most widely used database
management systems (DBMS) in the world (SQLite Online
Documentation, 2016a). Originally targeting the domain of
embedded devices, its standalone DBMS implementation with
comprehensive support for SQL made it a very popular storage
engine for messaging applications and browsers most prominently
(but not only) on mobile devices. The widespread acceptance of
SQLite has lead to the situation where digital investigations regu-
larly require the forensic analysis of data stored in SQLite databases.

Motivation

As in many other areas of forensic computing, the first tools for
the forensic analysis of SQLite files were created by practicioners in
response to urgent needs. Commercial tool vendors contributed
their own share of responses to imminent market needs. Little,
however, is known about the level of reliability and scrutiny with
which these tools are able to analyze general SQLite files. A detailed
knowledge of the strengths and weaknesses of tools is, however,
required within a forensic analysis.

On the importance of forensic corpora

With respect to forensic tool development and tool testing,
Garfinkel et al. (2009) argued that digital forensic science should

strive for reproducibility of tool evaluations by adopting perfor-
mance requirements and standards for forensic software. Basic
concepts to realize this claim are the development and use of
standardized corpora, which have been influential and beneficial in
many other areas of computer security such as intrusion detection
systems (Lippmann et al., 2000).

Without standardized corpora, contributions often rely on self-
collected, personal and rather small sets of data, sometimes only
created for a very particular purpose. Such data sets are typically
not available to the public. Other researchers can neither repro-
duce, verify, nor build upon the test cases and results presented.
There is no way to objectively compare the strengths and weak-
nesses of different tools with each other, without a test data set that
is standardized and publicly available. In short, research efforts and
results that are performed on individual data sets are not compa-
rable and therefore less useful. Such efforts have limited impact and
are basically lost for future research.

A more scientific approach is to make data sets available to the
public. This way, they can be used by different people for different
purposes over time. Exemplary purposes are testing and evaluating
existing tools or even developing new ones. With a publicly avail-
able test dataset, new approaches and algorithms for forensic
analysis can directly be compared to existing tools. Possible im-
provements, such as less ressource consumption, improved per-
formance or better analysis results, can be measured and made
available to everyone. The acceptance of a tool by its users has no
longer to be based on the reputation of its creator(s), but can be
derived from publicly available and reproducible test results. The
users can have increased confidence in the tool and review its
quality. This way, public review of software (tools) can make them
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more robust, more reliable and more trustworthy. This is what we
should request and claim for tools, especially when used in forensic
investigations. We give an overview about existing corpora in the
following section.

Related work

Many standardized corpora in digital forensics exist today
(Yannikos et al., 2014; Digital Corpora, 2009) and are publicly
available for download. Starting with a study of disk sanitization
practices, Garfinkel (Garfinkel and Abhi, 2003) published a
sequence of papers relating to the importance and benefits of
standardized corpora in forensic computing (Garfinkel, 2006, 2007;
Garfinkel et al., 2009; Zarate et al., 2014). In 1998, Garfinkel started
to buy and collect hard drives from the second hand markets and
thereby established the Real Data Corpus that, today, comprises
more than 35 TB of data. This corpus aims at providing general hard
disk images and a high variety of file types to test digital repository
architectures (Woods et al., 2011), general disk forensics tools (Guo
et al., 2009; Garfinkel, 2012a) and automation processes (Garfinkel,
2009, 2012b). The Real Data Corpus was, however, not designed to
specifically test SQLite analysis tools. A comprehensive overview of
available datasets with relevance to digital forensics is presented by
Grajeda et al. (2017)

Contributions

In this paper, we introduce thee to our knowledgee first forensic
corpus specific to the SQLite DBMS. With SQLite we actually refer to
SQLite Version 3 (SQLite Online Documentation, 2004), which was
released in 2004 and is still the most recent and widely spread
version. More specifically, we make the following contributions:

� We dissect the SQLite3 file format and describe characteristics
that are important with regard to forensic analysis and analysis
tool robustness. While some may appear exceptional, all cases
do actually fully comply with the definition of the official file
format (SQLite Online Documentation, 2016b).

� Based on the file format analysis, we develop a forensic corpus
of SQLite database files focussing on the inner structures of the
database file format. The corpus consists of 77 databases
grouped into 5 categories according to their peculiarities. Along
with the database files, the corpus also comprises a technical
documentation about the creation of every single database and
its contents (ground truth).

� We apply the newly created corpus to a set of forensic software
able to process SQLite3 database files. We thereby evaluate
strengths and weaknesses of existing tools and show that none
of the available tools can handle all corner cases reliably.

Wemake this corpus accessible for further research bymaking it
available online at the following URL: https://faui1-files.cs.fau.de/
public/sqlite-forensic-corpus/.

Outline of this paper

The paper is structured as follows: First, we give an overview
about general characteristics and categorization of corpora (Sec-
tion: Background on forensic corpora). Subsequently, we introduce
the SQLite Forensic Corpus (Section: Introducing the SQLite
Forensic Corpus) and present its structure as well as accompa-
nying metadata. Details about the individual contents and pecu-
liarities for each of the 77 database files comprised in the corpus are
then provided (Section: Databases in the SQLite Forensic Corpus).
These define different scenarios against which any SQLite

processing tool can be tested. We evaluate several SQLite specific
tools against the newly introduced corpus and discuss the test re-
sults (Section: Evaluation). Finally, we summarize the paper and
conclude (Section: Conclusion).

Background on forensic corpora

We briefly recall general categories and taxonomies of digital
forensic corpora within which we embed our work.

Categorization of corpora

Due to their varying nature, corpora in digital forensics fall into
different categories, such as disk images, memory images, network
packets and files. Corpora of disk images are built with a focus on
file system forensic analysis and carving. Memory images are tar-
geting forensic analysis of data structures from operating systems
in main memory (RAM). Collections of network packets make the
structures and characteristics of communication protocols avail-
able, whereas corpora containing files focus on the structures of
different application file formats. In this paper, we take a closer look
to corpora containing files. Obviously, a corpus specific to SQLite
represents a corpus containing database files that conform to the
SQLite file format.

Garfinkel describes seven different criteria, that are important
when creating forensic corpora (Garfinkel, 2007). They shall help to
measure the benefit and usefulness of a corpus. Accordingly, a
corpus shall feature the following characteristics.

1. Representative: of data encountered during the course of crim-
inal investigations, civil litigation, and intelligence operations.

2. Complex: with intertwined information from many sources.
Data objects should have a wide range of sizes. The data should
be in many human languages.

3. Heterogeneous: generated using a range of computer systems
and usage patterns.

4. Annotated: so that new algorithms can be readily validated
against existing ones.

5. Available: to researchers operating in an unclassified
environment.

6. Distributed: in open file formats. Tools should be supplied with
the corpora to allow for easy manipulation of the data.

7. Maintained: computer systems are constantly changing and
evolving. A corpora needs to be routinely augmented with
new information or else its interest soon becomes largely
historical.

Taxonomy on corpora sensitivity

Additionally, Garfinkel et al. (2009) defined a taxonomy
regarding the sensitivity of corpora as follows.

� Test Data: Such data sets are specifically created for the purpose
of testing and thus do not contain sensitive data. They can be
distributed over the Internet without restrictions.

� Sampled Data: Data sets that were extracted out of a larger data
source, e.g., the Internet. However it might be difficult to ensure
that none of the sampled files has legal restrictions regarding
redistribution.

� Realistic Data: The contents of these data sets can be encoun-
tered in real life situations. They can, for example, be collected
after installation of software or after having simulated some
activities. Distribution is possible from the perspective of pri-
vacy, but might be hindered by copyright restrictions.
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