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Abstract

In this paper we present a methodology for the forensic analysis of the arti-
facts generated on Android smartphones by Telegram Messenger, the official
client for the Telegram instant messaging platform, which provides various
forms of secure individual and group communication, by means of which both
textual and non-textual messages can be exchanged among users, as well as
voice calls.

Our methodology is based on the design of a set of experiments suitable
to elicit the generation of artifacts and their retention on the device storage,
and on the use of virtualized smartphones to ensure the generality of the
results and the full repeatability of the experiments, so that our findings can
be reproduced and validated by a third-party.

In this paper we show that, by using the proposed methodology, we are
able (a) to identify all the artifacts generated by Telegram Messenger, (b) to
decode and interpret each one of them, and (c) to correlate them in order
to infer various types of information that cannot be obtained by considering
each one of them in isolation.

As a result, in this paper we show how to reconstruct the list of contacts,
the chronology and contents of the messages that have been exchanged by
users, as well as the contents of files that have been sent or received. Further-
more, we show how to determine significant properties of the various chats,
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