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Khudra, an efficient lightweight block cipher for FPGAs, requires at least around 45% less slices and 29%
less AT product compared to round wise implementation of any of the contemporary lightweight block
cipher. Though a few attacks on Khudra, mostly on meet-in-the-middle (MITM) attack, rectangle attack
etc. with reduced rounds having high data complexity, are reported in the literature of cryptanalysis,
none have been reported for single key attack on full round Khudra. In this paper, up to the best of our
knowledge, we for the first time, present two single-key attacks on full round Khudra. In the first attack,
we propose MITM attack on full round Khudra having time complexity 2796' and data complexity 2. Next

we find a 3-round biclique in the plaintext side which we utilize to attack full round Khudra with a
reduced time complexity of 27936,

© 2018 Published by Elsevier Ltd.

1. Introduction

Block ciphers are one of the most important cryptographic
primitives. Block ciphers operate on fixed length groups of
plaintext-bits (plaintext blocks) using a fixed length secret key.
Individually they provide confidentiality but can be used as fun-
damental building blocks for pseudo-random number generators,
stream ciphers, MACs and hash functions.

Lightweight block ciphers are a special class of block cipher
primitives that are capable of running on devices with very low
computing power. To achieve lightness, generally block ciphers rely
on elementary operations like binary XOR or AND etc., extremely
simplified key schedule and to avoid large hardware footprint uses
no or small S-Boxes. To complement this the required number of
rounds are increased. Compact implementation of AES and DES,
Kasumi, mCrypton, HIGHT, DESL and DESXL, CLEFIA, PRESENT, Puf-
fin, MIBS, KATAN, Klein, TWINE, LED and Piccolo etc are some ex-
amples of lightweight block ciphers.

Khudra [1], a block cipher designed by Kolay and Mukhopad-
hyay, is the first reported work in designing a new lightweight
cipher specifically for the growingly popular Field Programmable
Gate Array (FPGA) platforms. Although ASICs are popular choice
for lightweight cryptography, recent low cost FPGAs make them an
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alternative for battery powered devices [1]. FPGAs have the advan-
tage over ASIC chips as FPGAs can be reconfigured or upgraded af-
ter manufacture.

Khudra operates on 64 bit blocks with 80 bits of key. To the
best of our knowledge [2-6] are the only external analyses on Khu-
dra. Tolba et al. [5] identified two 6-round distinguishers and used
them to attack 13 and 14 rounds of Khudra with time complexity
of 26611 3nd 26619 respectively. Both attacks require the same data
and memory complexities of 25! chosen plaintexts and 2648 many
64-bit blocks, respectively. In [3], Ma et al. propose a related-key
rectangle attack on the 16-round Khudra without whitening key
by constructing a related-key rectangle distinguisher for 12-round
Khudra with a probability of 2-2382, Yang et al. [6] proposed an at-
tack which says that based on related-key impossible differentials
for 32 related keys, one can launch an attack on the full Khudra
with data complexity of 263 related-key chosen-plaintexts, time
complexity of about 26846 encryptions and memory complexity of
264, Ozen et al. [4] showed that the effective round key length is
16-bit. By the help of this observation, they improve the 14-round
MITM attack proposed by Tolba et al. [5] by reducing the memory
complexity from 2648 to 2328, Dai et al. [2] considered the secu-
rity of Khudra against the related-key attack. By utilizing the ob-
servations on F-function and the searching algorithm, they launch
related-key differential attacks on 16-round Khudra and full Khu-
dra without whitening keys. Along with that they build a 13-round
related-key rectangle distinguisher and proposed an attack on 16-
round Khudra, which requires 2°3 chosen plaintexts and 26408 en-
cryptions.
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Table 1
Summary of attacks on Khudra.
Paper Type of attack Round Data Complexity
[5] Single-key Meet-in-the-Middle Attack 13-rounds 251 2661
Single-key Meet-in-the-Middle Attack 14-rounds 251 26619
[3] Related-Key ~ Rectangle Attack 16-round without whitening key =~ 25782 27868
[6] Related-Key  Impossible differential Full cipher 263 26846
[4] Single-key Guess-and-Determine Attack  14-rounds 2 264
[2] Related-key 16-round 253 26408
Current Work  Single-key Meet-in-the-Middle Attack Full cipher 2 27961
Single-key Biclique Cryptanalysis Full cipher 236 27936

CONTRIBUTION OF THE PAPER. Though a few attacks on Khudra
are proposed in the literature of cryptanalysis, none have been re-
ported for single key attack on full round Khudra. In this paper,
up to the best of our knowledge, we for the first time, present
two single-key attacks on full round Khudra. First we show that
full round Khudra is susceptible under MITM attack. The (known
plaintext) attack utilizes matching with precomputation technique
and has data complexity 2 and time complexity 27961, Next we
show that full round Khudra can be attacked with a reduced time
complexity using biclique cryptanalysis. We find a 3-round biclique
in the plaintext side and show that by using precomputation and
recomputation techniques the secret key can be recovered faster
than brute-force. This attack has data complexity 236 and time
complexity 27936, Table 1 gives the comparison between our re-
sults and previous results.

ORGANIZATION OF THE PAPER. The rest of the paper is organised
in the following way: In Section 2 we present some necessary no-
tations that will be used throughout the paper. Khudra cipher is
briefly described in Section 3. MITM attack on full round Khudra
is described in Section 4. In Section 5 a general setup of biclique
cryptanalysis for block ciphers is described. Section 6 provides bi-
clique attack on full round Khudra. Finally Section 7 concludes the

paper.

2. Notations

Before describing the Khudra cipher, we shall now fix some no-
tations that will be used throughout the paper.

- word - a 4-bit sequence i.e., a nibble will be identified as a
word. Thus Khudra operates on 16-word plaintext using 20-
word secret key.

+ A 16-bit block X will be identified by the ordered se-
quence X = (X[0], X[1], X[2], X[3]) of 4-words. In this case X =
X[0]]1X[1]|1X[2]1X[3], where || is the concatenation operator.

+ A 64-bit block X will be identified by the ordered sequence X =
(X[0], X[1], X[2], X[3]) of 16-bit blocks. In this case
X = X[O][IX[1]IIX[2][1X[3].

« A 80-bit block X will be identified by the ordered sequence X =
(X[0], X[11, X[2], X[3], X[4]) of 16-bit blocks. In this case
X = X[O][IX[1]1IX[2]1 X[3]]IX[4].

« @ - bitwise XOR.

« With the above notations, if X denotes a 64 or 80 bit block then
X[i][j] represents the j-th word of the 16-bit block X[i] and (4i +
Jj)-th word of X.

3. Brief description of Khudra

Khudra [1] is a lightweight block cipher. It operates on 64-bit
plaintext blocks using an 80-bit key. By iterating over 18 rounds,
it outputs an 64-bit ciphertext block. Khudra uses the S-Box, as
shown in Table 2, of the block cipher PRESENT [7]. The S-Box op-
erates on 4-bit blocks.

Let P be a 64-bit plaintext and k be an 80-bit key. The result-
ing 64-bit ciphertext is denoted by C. The key scheduling algorithm

takes the 80-bit master key k = (k[O], k[1], k[2], k[3], k[4]) and pro-
duces 16-bit round keys RK; (0 <i<36) and 16-bit whitening keys
WK; (0 <i<4). Whitening keys and round keys are generated ac-
cording to Algorithm 1, as described below. RC; denotes the 16-
bit round constant and i is the 6-bit representation of the round
counter i.

Algorithm 1: Khudra key scheduling algorithm.
Input: k = (k[O], k[1], k[2], k[3], k[4])
Output: Whitening keys and round keys

1 WK, = k[0], WKy = k[1], WK, = k[3], WK3 = k[4]

2 fori=0 to 35 do

3 | RC; ={0li(|00]i()|0}

4 | RK; = k[i mod 5] @ RG;

5 end

The structure of the cipher is depicted in Fig. 1. The left struc-
ture in Fig. 1 is considered as Outer Structure, while the right
structure, that is the structure for the F-function is considered as
Inner Structure. In the inner structure, 4 x 4 S-boxes are used to
provide non-linearity.

4. MITM Attack on Khudra

In this section we consider meet-in-the-middle attack on the
full round Khudra. Note that the 18 khudra rounds are denoted by
i=0,1,...,17. Let us denote the 64-bit state of Khudra after i-th
round by S. For example, SO is the state after pre-whitening fol-
lowed by one Khudra round, whereas S'7 is the state just before
post-whitening. We now consider Khudra as a composition of 3
subciphers: Khudra = go € o f, as shown below

k k k
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4.1. Key space partitioning
Let k be an 80-bit ie, 20-word Khudra key.
Then k = (k[O], k[1], k[2], k[3], k[4]) where k[i] =

(k[i][0], k[i][1], k[i][2]. k[i][3]). We call the key k to be a base
key if k[4][0] = 0. The number of all possible base keys is 276,

We now consider the following 20-word difference §; (i e
{0,...,2% - 1}) defined by §;[4][0] =i, all other words being 0.
Then 2% keys {k; = k @ &;} are in a group with the base key k where
ko = k. This yields a partition of the master key space into 276
groups of 24 keys each.

Basekeyk: [ [ [ [ [T TT[TTT[TTTJo[]T]
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