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Abstract: 5G-based Vehicular Social Networks (VSNs)over the VSN are highly sensitive, such as location
demand an advanced location and trajectory privadyajectory, and identity information. If these siéme data
preserving scheme for vehicles. Because VSNs présen are revealed, the location privacy, trajectory gcyw and
characteristics of high mobility and multiple hadays, we identity privacy can be leakédtf!. Second, the topology of
design a 5G-based VSN framework that incorporatebild the VSN changes quickly because of the vehiclgls-Bpeed
Femtocell (MFemtocell) technology. Then, we propts mobility. Thus, data transmission exploits the riplét hop
Dynamic Group Division algorithm (DGD), which is relay method. However, multiple hop relays are priandata
suitable for the dynamic properties of 5G and mékés leakage risks, which may lead to the leakage ofapei
real-time demands of VSN. To preserve privacy,@&D  information. Furthermore, people are paying indreas
algorithm increases the likelihood of exchangingttention to their own privacy and data secufiy?'.
pseudonyms via the proposed Group Generating RiotocTherefore, this paper addresses the problem ofaqyiv
and Pseudonym Exchanging Protocol. Then, we adapt tleakage in VSNs. Combined with modern communication
composite metric KDT (wherK is the average anonymity technology (5G), the method in this paper effedyive
set sizeD is the average distance deviation, dnik the protects the vehicles’ location and trajectory acy in the
anonymity duration) and pseudonym entropy to qiyattie  VSN.
degree of privacy. We evaluate and validate thecéffeness With the increasing number of connected devices and
of our proposed algorithm based on the followinge¢h demand for data rate, the 5G wireless communicatistem
aspects: anonymity set size, distance deviation arihs been a popular research area in recent §&4ts The
pseudonym entropy. The simulation results show that next 5G can serve all types of applications/systevite
DGD algorithm better protects the location andetryry extremely high user rates anytime and anywké&eAs a
privacy of VSNs while sustaining higher real-timentand Wireless Sensor Network (WSN), VSNs will inevitalbdad
than current approaches. to extraordinary developments with the applicatodrbG.
Compared with other WSNs, VSNs realize the modern
Intelligent Transport System (ITS). However, VSNavé
inherent characteristics, such as high mobility emdtiple
hop relays. Thus, Mobile Femtocell (MFemtocell) hagn
1. INTRODUCTION introduced for 5G tech.nolloglfﬁ]. The use of MFemtocell
can significantly maximize performance, such as by
Vehicles now represent “the biggest mobile terniiival realizing dynamic linking, enhancing user throughpnd
the context of the Internet. The 5GAA committee (5Geducing response times and signal overtf&&d.
Automotive Alliance) has published research onliiternet To reduce traffic accidents, vehicles send safetgsage
of Cars in 2017%, and with the development of cloud periodically. The safety message includes inforamagibout
computing ®” and big data®*® vehicles represent the location, speed and direction of the vehichdthough
intelligent devices that can connect to the Interaed the VSN can be plugged into the 5G network sealylese
present sensing and computing abilities. Thus,cketiare 5G-based VSN does not consider privacy preservalian
now the main carriers for mobile social networkdieT malicious attacker continuously eavesdrops on tfety
Vehicular Social Network (VSN) has emerged, andaleR  message, the location and trajectory privacy maleaked.
can now be connected to wireless networks to imgrovio address this problem, researchers have propfteidnt
traffic safety and promote the development of smears. schemes that include K-anonymi®®, Mix-zone ?9,
However, the convenience of VSNs may lead to pyivacMixGroup®”, and Encryptiof*?. The basic ideas behind
concerns. The problem of privacy disclosure prilyaiems these schemes are consistent. Each vehicle isnassig
from two aspects. First, for the users, certaia tl@nsmitted pseudonym in the VSN, and then vehicles exchange th
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