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Abstract

Mobile devices pose a particular security risk because they hold personal de-
tails (accounts, locations, contacts, photos) and have capabilities potentially
exploitable for eavesdropping (cameras/microphone, wireless connections).
The Android operating system is designed with a number of built-in security
features such as application sandboxing and permission-based access control.
Unfortunately, these restrictions can be bypassed, without the user noticing,
by colluding apps whose combined permissions allow them to carry out at-
tacks that neither app is able to execute by itself. While the possibility of
app collusion was first warned in 2011, it has been unclear if collusion is used
by malware in the wild due to a lack of suitable detection methods and tools.
This paper describes how we found the first collusion in the wild. We also
present a strategy for detecting collusions and its implementation in Prolog
that allowed us to make this discovery. Our detection strategy is grounded
in concise definitions of collusion and the concept of ASR (Access-Send-
Receive) signatures. The methodology is supported by statistical evidence.
Our approach scales and is applicable to inclusion into professional malware
detection systems: we applied it to a set of more than 50,000 apps collected
in the wild. Code samples of our tool as well as the detected malware are
available.
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