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Abstract: As cloud storage has become more and more ubiggjithere are a large number of consumers renting
cloud storage services. However, as users losetdimtrol over the data, the integrity and avaligbof the
outsourced data become a big concern for userardicgly, how to verify the integrity of stored dadnd retrieve

the availability of the corrupted data has becomeaigent problem. Moreover, in most cases, usats ¢ not
always static, but needs to be updated. In thispage propose a dynamic proof of retrievabilithesme for cloud
storage system, named as DIPOR. The DIPOR not amyetrieve the original data of corrupted blocksibing
partial healthy data stored in healthy servers,absh support for updating operations of data. Heurhore, the
number of forks in our scheme is not fixed, whichams we can always look for the optimal forks basedhe
number of data blocks. In addition, the securit@algsis indicates that our scheme is provably seama the
performance evaluations show the efficiency ofgtaposed scheme.
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1 Introduction

In the era of big data, cloud storage system hasrbe a focus as the continuous development of
cloud computing. For big data, cloud storage sydtemgs many benefits, such as reducing hardware
cost, releasing local storage burden, supportingote access. Nevertheless, cloud storage brings
corresponding threats while providing users withnvamiences. Highly centralized computing
resources make the cloud storage face seriousityechallenges [1].

As users employing cloud storage system, the rerdata may suffer peeping, modifying, or
damaging by cloud computing providers or some otttkrersaries. In general, the confidentiality of
data is ensured by data encryption, anonymoushar aghechanisms. But when using cloud storage,
users may not save any copies of remote data ypedtich results in no guarantee for the securfty o
stored data. Thus, how to assure the integrity aralability of outsourced data has become a key
issue in cloud storage.

To solve that problem, a large number of method® leeen proposed [2-29]. The research of cloud
storage data integrity is mainly focused on Prodbdta Possession (PDP) and Proof of Retrievability
(POR), where the original models of these two nesess are constructed by Ateniesteal. [2] and
Juelset al.[3], respectively. PDP schemes [2, 4-21] can supfjpo the data integrity checking, but not
for the retrieving of corrupted data, which candohieved in POR schemes [3, 22-29]. Although some
of these schemes call as POR, we cannot find aitéefolution for retrieving. Some of POR schemes
only carry on privacy verification, which has a lfafer public verification. Only a small part of FRO
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