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ABSTRACT 

The widespread adoption of IoT in industrial systems has made malware propagation more 

voluminous and sophisticated.  Detection and prevention against these malware threats rely on 

automated dynamic analysis techniques. Malware writers on the other hand, are resorting 

towards analysis evasion techniques that pose a great deal of challenge for the malware research 

community. Various approaches mostly based on virtual machines or emulators have been 

proposed for the analysis of such envisions. However, the practicality of these approaches is still 

an open debate. This paper presents a malware analysis system, capable of encountering known 

evasion methods of malware. A novel technique for detection of malware evasive behavior is 

presented, which is based on measuring the deviation from normal behavior of a program or 

malware. Evaluations and analysis shows that this approach is effective against detecting the 

variations in malware behavior. Moreover, countermeasures implemented by the Analysis 

Evasion Malware Sandbox (AEMS) are effective for large percentage of malware detection. 
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Introduction 

The ubiquitous nature of internet has paved the way for cyber security threats. Malwares are 

malicious software or applications that cause infection in the system with a malicious intent, like 

stealing confidential information, harming, disrupting or sabotaging harming and disrupting the 

system without user's consent. Malwares can be classified into rootkits, trojans, viruses, worms, 

backdoors, spyware and adware. This classification is based on their mode of proliferation, their 

functionality, and intent and attack pattern. Malwares have seen rapid surge in recent years as 

thousands of new malware samples are reported from all over the world every day. In 2014, AV-

Test reported 390,000 new malware samples per day [1]. 
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