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Abstract — In this paper, we analyze the Internet traffic from a different point of view based on
Benford's law, an empirical law describing the distribution of leading digits in a collection of numbers
met in naturally occurring phenomena. We claim that Benford's law holds for the inter-arrival times of
TCP flows in case of normal traffic. Consequently, any type of anomalies affecting TCP flows, including
intentional intrusions or unintended faults and network failures in general, can be detected by
investigating the first digit distributions of the inter-arrival times of TCP SYN packets. In this paper we
apply our findings to the detection of intentional attacks, whereas other types of anomalies can be studied
in future works. We support our claim with the related researches that indicate the TCP flow inter-arrival
times can be modeled by Weibull distribution with shape parameter less than one, and show the relation
between Weibull distributed data and Benford’s law. Finally, we validate our findings on real traffic and
achieve encouraging results.
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1. Introduction

For many years scientists believed that data network traffic can be modeled by Poisson processes, i.c.
processes made up of packets arriving with exponential rate. Poisson processes are known to be one of
the most important processes for modeling voice traffic and by extension, data network traffic [1].
However, Leland et al. showed that data communication traffic has self-similar properties which cannot
be captured by Poisson models [2]. This led to the understanding that IP packet arrival process behaves in
agreement with long range dependent and asymptotically self-similar processes.

On the other hand, the TCP protocol provides an abstraction of TCP flows (TCP connections or TCP
sessions in other words), each consisting of a set of IP packets, starting with a SYN packet and ending
with a FIN or RST packet'. These flows are generated by a large population of users, and consequently
can be considered mutually independent. This leads to the classic modeling of Poisson inter-arrivals for
TCP flows? (as presented in [3] and referred to in [4]). However, according to [5] TCP flow inter-arrival
times are statistically better modeled by distributions with heavy tails, especially the Weibull distribution.
In addition, based on some empirical studies, Cao et al conclude in [6] that TCP flow inter-arrival time
distribution follows the Weibull distribution with a shape parameter smaller than 1 and that as the traffic
intensity increases, the Weibull shape parameter gets close to 1, so the Weibull distribution degrades to
the exponential distribution. Some other empirical studies have come to the same results ([7], [8], and [9]).
In our previous work, we showed that despite the number of active nodes in a network, the inter-arrival
times of TCP flows conform to the Weibull distribution in case of normal traffic, while irregularities in
the traffic can cause deviations in the distribution of the inter-arrival times [10]. Therefore, anomalies,
including intentional penetrations or unintended faults and network failures, can be detected by testing the

: Similarly, the concept of “flows” can also be defined for non-TCP traffic as a group of related IP packets that are common in
specific fields and close in time. We do not consider this type of traffic in this paper.

1Itis important to emphasize on the difference between packet inter-arrival times and TCP connection inter-arrival times.



Download English Version:

https://daneshyari.com/en/article/6885131

Download Persian Version:

https://daneshyari.com/article/6885131

Daneshyari.com


https://daneshyari.com/en/article/6885131
https://daneshyari.com/article/6885131
https://daneshyari.com

