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Abstract

In this paper, we aim to detect malicious network aetivities based on the
analysis of web logs. Despite recent advances, classifyingvall malicious activ-
ities into specific types as well as identifying<novel attacks are still serious
issues. Various kinds of attacks have different representations. In tradi-
tional approaches, detecting each kind of attack is usually considered as an
independent task. However, it is observeds.that different types share some
common features in URL, which can,be férmulated as a multi-task problem.
Inspired by this observation, we_propose a novel Multi-Task Learning Intru-
sion Detection (MTLID) approach to share these common features across
all types, which improves _the performance of classification. Moreover, in
order to detect the falsetnegatives introduced by multi-task classification,
we adopt Gaussian MixturesModel (GMM) to build the profile of normal
activities, and therebywnovel attacks could be further identified. We obtain
a real-world dataset of web logs from different websites to demonstrate the
effectiveness of MTLID. Experiment results illustrate that our proposed ap-
proach outperforms existing methods in both detection rate and false alarm
rate.
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