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Abstract

An Optical Bust Switching (OBS) network is vulnemtib a range of issues. One of the most significssues is Burst
Header Packet (BHP) flooding attacks, which caratiegly impact on the Quality of Service (QoS) amdate more urgent
issues such as Denial of Service (DoS). Existigfrigues correcting BHP flood attacks usually diggdow accuracy in
detecting misbehaving nodes leading to BHP attd&&k<ontrast, Machine Learning (ML) is a widely adegpand powerful
data analysis technique which has showed a higredeyj predictive performance in multiple applioatdomains due to its
ability to discover beneficial knowledge for deoisimaking. This study investigates the use of ptedi ML to counter the
risk of BHP flooding attacks experienced in OBS nekspproposing a decision tree-based architectsir@naappropriate
solution. This contains a learning algorithm thztracts novel rules from tree models using datacgssed from several
simulation runs. The results show that the rules/dd from our learning algorithm will accurateliassify 93% of the BHP
flooding attacks into either Behaving (B) or Misbeingv (M) classes. Moreover, the rules can furthexssify the
Misbehaving edge nodes into four sub-class labils &7% accuracy, including: Misbehaving-Block (BlpcBehaving-No
Block (No Block), Misbehaving-No Block (M-No Block), drMisbehaving-Wait (M-Wait). The results clearlyoghthat
our proposed decision tree model is a viable smiutiompared to decisionsndertakerby expert domains or human

network administrators.
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1. Introduction

An Optical Network (ON) is commonly used to transdata from a source to its destination, usingtligh an
optical fibre medium [1]. In contrast to traditidnaetworks, ON features efficient quality perforroan
indicators such as bandwidth and speed. Thusaitieferable option for Internet infrastructurg |8 order to
make use of the huge bandwidth of ON, Optical B&msttching (OBS) was proposed in [3] as being thgtn
generation of optical switching technology. Onckds obtained the User Datagram Protocol (UDP)gtackn
OBS network will assemble the packets from thentieat the edge nodes (ingress node) into a dasa (iRB)
and a burst header packet (BHP), which will be dmitted in advance to preserve the network ressurce
required before the DB is actually sent. Secunitg @0S performance issues are two important ishaéeed
to be addressed to guarantee OBS network reliabilite work in [4,5,6] have discussed malicioua@ks in
Layer-1 in optical networks, and proposed solutitneeduce the impact of Layer-1 attacks. Howekayer-3
flooding attack still pose open threats, and atteslcan exploit this, making an ingress node (sowmade)
overload (flood) the network with BHPs that resetive resources without transmitting the actual DB It is

important, therefore, to ensure that preventioBBP flooding attacks is a high priority in OBS, enotially
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