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Abstract

This work presents joint optimization algorithms fightpath establishment as well as sparse plantwieoptical
performance monitoring (OPM) equipment in opticaiworks. OPMs are necessary to efficiently moniterimpact
of physical layer attacks and are usually placddcations that are more probable to be impactej@doyning attacks.
A jamming attack is defined as a harmful signatiifgrence with other signals, leading to serviagra@ation, that is
possible through intra-channel or inter-channekstak effects. An Integer Linear Program (ILP)nfiotation is
proposed to solve the problem of attack-aware mguand wavelength assignment (Aa-RWA), jointly witie
placement of OPM equipment, in order to minimize ithpact of physical layer jamming attacks in cgitieetworks.
Moreover, a Genetic Algorithm (GA) is proposed tve the same optimization problem. The proposed GA
algorithm is compared to the ILP formulation ashaslto an attack-unaware RWA algorithm that haarasbjective
the minimization of the number of wavelengths reegiito accommodate all traffic demands, not acaogrior the
crosstalk interactions. Simulation results indidt&t the proposed GA algorithm provides a solutlmat is close to
the optimal in terms of crosstalk interactions, letalso providing a very good solution in resoussage, measured
in terms of the required number of wavelengths.
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1 Introduction

With the exponential network traffic growth, oplicaetwork operators are required to provide upgiade
architectures for their large-scale data transpetivorks in order to accommodate the increasirffjdravhile also
avoiding service disruption due to either malici@aitacks or faults. Optical performance monitorsaivelength
division multiplexed (WDM) optical networks are cemtly being utilized by the network operators &ffective
fault/attack detection as well as signal monitoritigus ensuring better quality-of-transmission (Pd&dr these
networks. In all-optical WDM networks, data arensmitted through lightpaths, realized by deterngnan path
between the source and the destination of a caoneahd allocating an available wavelength ontadl links of that
path. The selection of the path and the waveletwthe used by a lightpath is an important optini@aproblem,
known as the routing and wavelength assignment (Rigvéblem [1], [2]. The RWA problem belongs to ttetegory
of NP-complete problems, that is, the computatidima¢ for these problems would increase expondytwith the
problem size. Thus, a wide range of optimizatiorihods and heuristics have been proposed to sohleugaoptical
network optimization problems related to RWA [3]].[ Genetic algorithms (GAs) are stochastic seaptimization
methods that are widely used in combinatorial ojzttion and parameter tuning applications and tadse been
used for solving the RWA problem [$§].

All-optical networks are vulnerable to physicaléayttacks, such as high-power jamming attackkrasas the data
signals remain in the optical domain throughoutghth, and are not regenerated at intermediatesnédeattack is
defined as an intentional action against the idedl secure functioning of the network [7]. Sigrafit research work
has been carried over the last few years on the adphysical layer threats and attacks in optrestiworks [7]-[17].
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