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Abstract

The widespread use of the Internet of Things (IoT) has raised many concerns, among them the pro-

tection of private information. Existing privacy preservation methods cannot provide a good balance

between data utility and privacy, and also have problems with efficiency and scalability. This pa-

per proposes an efficient data stream perturbation method (named as P 2RoCAl). P 2RoCAl delivers

better data utility compared to its contenders, classification accuracies of P 2RoCAl perturbed data

streams are very close to those of original data streams. P 2RoCAl also provides higher resilience

against data reconstruction attacks.
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1. Introduction

The Internet of Things (IoT) is becoming widely popular as it connects typical day to day devices

such as kitchen appliances, cars, washing machines, headphones, wearables, etc. to the Internet to allow

life activities be more intelligent, efficient and reliable [1]. IoT devices can forward a significant amount

of data in streams from various sensors via long-lasting connections. IoT has revolutionized many fields5

including health-care, wellbeing applications, social life, environment monitoring, transportation, and

energy. The availability of low-cost pervasive sensing devices has enabled IoT to grow in an ever-

increasing manner, and IoT sensor streams have become a vital source of big data [1, 2].

The vast diversity of IoT devices introduces many challenges [3], among which the most important

ones are (i) effective data collection, (ii) efficient data processing, and (iii) privacy protection and10

security [4]. The availability and increased accessibility of IoT sensors often introduce the risk of privacy
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