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Abstract

Detecting malicious and selfish nodes is an important task in Vehicular Ad-

hoc NETworks (VANETs). Various proposals adopted trust management as an

alternative solution since it is less costly than cryptography-based solution in

terms of computation delay and mobility support. However, the existing solu-

tions assume that, in general, the attackers have always a dishonest behavior

that persists over time. This assumption may be misleading, as the attackers

can behave intelligently to avoid being detected. Moreover, pseudonyms chang-

ing strategies to preserve vehicles’ privacy are another issue to take into account.

In this paper, a new solution for the detection of intelligent malicious behaviors

based on the adaptive detection threshold is proposed. In addition to the de-

tection of malicious nodes, our solution relies on Unmanned Aerial Vehicles to

face the negative impact of pseudonym changes on the detection process. Our

solution also incites attackers to behave well since any malicious behavior will

be immediately detected thanks to the adaptive detection threshold adopted.

Simulation results depict the high efficiency of our proposal at ensuring high

ratios for both detection and packet delivery.
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