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In this paper, we propose novel cross-layer cooperative schemes for detecting blackhole attack that 
commonly targets the quality of service secure optimized link state routing protocol (QoS-OLSR) in 
vehicular ad-hoc networks (VANETs). The QoS-OLSR relies mainly on the multi-point relays (MPRs) that 
are responsible for establishing the routing among the nodes in the network. Such nodes are victims of 
the well known attack named as blackhole where packets are intentionally dropped to cause a denial 
of service. In the literature, watchdogs are used to detect such an attack by utilizing the captured 
network layer information. Improving the detection performance of such a technique and minimizing 
the drawbacks due to the high channel collision are the main goals of this work. As a solution, we 
propose two detection schemes that allow the information to be exchanged across two and three layers 
respectively. The first scheme utilizes the information among physical and network layers, while the 
second one relies on the physical, MAC and network layers to enable an efficient and reliable detection. In 
the physical layer detection technique, each legitimate user is assigned a signature key that is multiplied 
by the message, and each monitoring node uses the maximum likelihood approach to determine whether 
the message is legitimate or not. On the other hand, the MAC detection technique monitors the number 
of RTS/CTS (request to send/clear to send) requests among all the neighbors while the cooperative 
watchdog technique is implemented at the network layer to overhear the transmitted exchanged packets 
among the neighbors. Simulation results are conducted to show that utilizing a cooperative cross layer 
design enhances the detection rate and minimizes the false alarm rate compared to other contemporary 
state-of-the-art detection schemes.

© 2016 Elsevier Inc. All rights reserved.

1. Introduction

Recent research advances in information and wireless technolo-
gies have led to growing interests in the development of intelligent 
transportation systems (ITSs). These systems promise significant 
improvements in road safety and traffic flow, and shall enable new 
data services. As being a key component of ITS, vehicular ad-hoc 
networks (VANETs), including inter-vehicular communications and 
vehicle to infrastructure communications, are attracting attention 
in both industrial and academic communities [1,2]; due to its huge 
commercial potential. Yet, VANETs present several challenges, par-
ticularly in aspects related to security and privacy. Therefore, many 
works have been proposed to address these issues. In [3] Georgios 
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et al. indicate that most recent promising applications in vehicular 
networks are the security concepts. In [1], the authors propose a 
security technique that depends on cryptographic primitives and 
plausibility checks to mitigate false position injection. However, 
these schemes suffer from a huge distinction between efficiency 
and security, where one is implemented in account of the other. In 
[4], Raya et al. propose an algorithm to balance between efficiency 
and security. Their algorithm depends on relaying the informa-
tion among vehicles. Thus, the focus is on message aggregation, in 
which there are three main major classes, namely combined sig-
natures, overlapping groups, and dynamic group key creation. In 
this paper, we take this existing compromise between security and 
efficiency into account.

VANET’s quality of service optimized link state routing (QoS)-
OLSR [5] protocol is proposed to form a stable vehicular network. 
It is taken from the classical OLSR protocol [6], where the multi-
point relays (MPRs) are selected by the normal nodes to broadcast 
the network topology information. The idea behind this protocol 
is to divide the network into clusters, where each cluster is com-
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posed of a cluster head (CH) for each group of neighbor nodes 
located in the same transmission range called voters. To partition 
the network into clusters and elect a set of optimal cluster heads, 
each node votes for its neighbor which has the highest QoS value. 
A node can also vote for itself, if it has the maximal QoS value. 
The nodes use their Hello messages to broadcast their votes. This 
solution yields a one-hop clustering model. Each node is one-hop 
away from its designated cluster head. Once the election algorithm 
is performed, the CHs select a set of multi-point relays (MPRs) that 
connect various clusters together and reduce the overhead mes-
sages by minimizing the number of transmissions. In this protocol, 
there exists a tradeoff between QoS requirements and high speed 
mobility constraints.

In this work, we assume the VANET QoS-OLSR protocol [5]
which although provides efficiency in terms of connection, still 
vulnerable to several types of attacks, such as wormhole and black-
hole attacks. A blackhole attack [7] is categorized as a packet 
drop attack, where the attacker node exploits the routing proto-
col and advertises itself as a legitimate relay to the destination 
node. Once it receives the data packets, it starts discarding them 
without necessarily informing the source [8], thus compromise the 
security of the network routing. To that end, various techniques 
are proposed to detect blackhole attacks. They can be classified 
based on the nature of their operation into three main categories, 
namely acknowledgment (ACK)-based [9], reputation-based [5,10], 
and detection-based [11,12] schemes. It is worth mentioning that 
most of the works proposed in the literature adopt the third cate-
gory.

Watchdog monitoring technique is widely implemented due to 
the fact that it is independent on the utilized routing protocol or 
technology. There, the monitoring nodes maintain a buffer of re-
cently sent packets and compare each incoming overhead packet 
with the ones in the buffer to validate if a match exists [11]. How-
ever, watchdog provides detection only at the routing level which 
puts limitations on this technique and leads to high probability 
of false positives, mainly due to: (1) Watchdogs at the routing 
level are not able to determine whether a packet dropping event 
is due to packet collisions or an attack; and (2) They are not able 
to detect accurately if the watchdogs themselves have problems. 
With the aforementioned limitations of the watchdog technique, 
our main dilemma in blackhole detection is that one needs to de-
termine whether packet drops are due to an attack or just a mere 
collision. Therefore, further techniques should be proposed to fix 
the aforementioned network layer detection technique limitations.

Many solutions in recent works consider the joint optimization 
of important system parameters residing in different IOS layers 
systematically to achieve the best detection capability. For instance, 
in [13], the authors propose a modular cross layer intrusion detec-
tion which makes use of the context information from different 
layers and sources. On every node, different modules are in charge 
of collecting audit data from different layers, namely the network 
and application layers. At the network level, the nodes are respon-
sible for collecting data from neighboring nodes for forwarding 
attitudes, whereas at the application layer level, they are responsi-
ble on receiving warning messages. Subsequently, a local decision 
is made with the aid of additional information available from other 
devices, such as the GPS system. Moving to [14], IEEE wireless ac-
cess in vehicular communication (WAVE) cross-layer message veri-
fication scheme is proposed to verify the safety application on the 
received message. The verification mechanism consists of signature 
generation, transmission of a periodic safety message, and verifica-
tion of the received message. In [15], a novel detection system is 
designed to perform two levels of detection by analyzing the pat-
tern of trace files. However, to the best of our knowledge, none of 
the mentioned schemes provide a real evaluation in detecting real 
attack. Also, there is no cross layer scheme proposed in the liter-

ature that takes the trade-off between network connectivity and 
security.

In this paper, we propose novel cooperative cross layer based 
intrusion detection schemes (IDSs) to enhance the performance of 
the watchdog detection technique in tackling blackhole attack. It 
is noted that in the literature, the terms cooperative and cross layer
are sometimes used interchangeably. Here cooperative refers to the 
cooperation between nodes in the network, while cross layer refers 
to the information exchange that occurs between the three dif-
ferent layers. Our main focus is on the development of detection 
techniques designed for assisting watchdog monitoring in black-
hole attack, whereby the cooperative and cross layer approach 
shall enable us to further minimize the intrinsic increase in the 
false-alarm rate, and thus, enhance the overall detection perfor-
mance. We approach this by introducing the individual intrusion 
detectors for each layer, and then, we propose two cross layers 
detection schemes, and lastly integrate them together to build a 
reliable and efficient IDS scheme.

In what follows, we briefly describe each local detector. First, 
for the physical layer, we propose a signature key based detector,
where each legitimate user is provided with a signature key. Then, 
by utilizing the maximum likelihood test and based on the signa-
ture key, a monitoring node decides whether a received signal is 
from a legitimate user or an intruder. If the signal is determined 
to be from an intruder, then the signal is dropped. Otherwise, the 
signal is passed to the next layer of defense, namely the network 
layer. It is worth noting that depending solely on the physical layer 
detector would not be sufficient since high noise levels or physi-
cal channel interference may lead to a detection error. As a second 
layer of defense, in the network layer, we implement the afore-
mentioned watchdog technique to further decide the authenticity 
of the received signal. Lastly, in the MAC layer, we count and com-
pare the number of sent RTS packets to the number of received 
CTS packets. If a discrepancy is detected, we indicate that the 
packet loss is due to collision and not an intrusion. The proposed 
ID schemes also utilize cooperation between watchdogs located at 
the same cluster and monitoring nodes from other layers. This is 
achieved by allowing the monitoring nodes to overhear the com-
munications between other nodes, and therefore, build a final uni-
fied decision. The main contribution of this work is a novel cross 
layer detection framework that can improve the detection against 
Blackhole attack targeting QoS-OLSR protocol. Such a cooperative 
framework will be able to reduce the false alarm rate generated 
due to collisions and falsely reported detection. Our schemes are 
able to increase the detection rate and minimize the false alarm 
rate compared to the work proposed in the literature. Simulations 
are conducted, using Matlab, to evaluate the performance and ro-
bustness of the proposed schemes.

The rest of this paper is organized as follows: Section 2 demon-
strates the problem statement which identifies the need to de-
velop novel cooperative cross layer based approaches. While the 
proposed cooperative cross layer techniques are introduced in Sec-
tion 3. Finally, simulation results are shown in Section 4, while 
Section 5 concludes this work.

2. Problem statement

One of the foremost challenges in VANETs is to design rout-
ing protocols that can handle the high mobility of vehicles and 
constant changes in the underlying topology [16]. In the proposed 
schemes, we adopt the VANET QoS-OLSR protocol which is pro-
posed in [5]. However, in addition to that model we take into 
account the direction of the node during the cluster head selection 
process which provides a more realistic scenario. Cluster head se-
lection process is based on the maximum quality of service value, 
where each node votes for itself and the nodes in its transmission 
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