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a b s t r a c t

Recommendation systems are crucially important for the delivery of personalized services to users. With
personalized recommendation services, users can enjoy a variety of targeted recommendations such as
movies, books, ads, restaurants, and more. In addition, personalized recommendation services have
become extremely effective revenue drivers for online business. Despite the great benefits, deploying per-
sonalized recommendation services typically requires the collection of users’ personal data for processing
and analytics, which undesirably makes users susceptible to serious privacy violation issues. Therefore, it
is of paramount importance to develop practical privacy-preserving techniques to maintain the
intelligence of personalized recommendation services while respecting user privacy. In this paper,
we provide a comprehensive survey of the literature related to personalized recommendation services
with privacy protection. We present the general architecture of personalized recommendation systems,
the privacy issues therein, and existing works that focus on privacy-preserving personalized recommen-
dation services. We classify the existing works according to their underlying techniques for personalized
recommendation and privacy protection, and thoroughly discuss and compare their merits and demerits,
especially in terms of privacy and recommendation accuracy. We also identity some future research
directions.
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1. Introduction

Nowadays, recommendation systems are increasingly gaining
popularity and are widely deployed for online services. The wide-
spread use of recommendation systems allows users to enjoy
diverse personalized recommendations for movies, books, ads,
restaurants, hotels, and more. Meanwhile, personalized recom-
mendation services have also become extremely effective revenue
drivers for online business. For example, recent research suggests
that 35% of what consumers purchase on Amazon and 75% of what
they watch on Netflix are attributable to personalized recommen-
dations [1]. A study conducted by the research firm Marketing
Sherpa showed that 11.5% of the revenue generated in the shop-
ping sessions of involved e-commerce sites comes from purchases
of products via personalized recommendation [2].

To support personalized recommendation, the common prac-
tice of existing systems usually involves either collaborative

filtering-based (CFB) recommendation or content-based (CB) rec-
ommendation [3]. CFB recommendation systems usually recom-
mend items based on the similarity between users. For example,
a user rating for a movie would be predicted based on the rat-
ings/decisions of other similar users (classified via some metric).
CB recommendation systems typically generate recommendations
by comparing the properties of items with those of users’ personal
preference/behavioral data. For example, an ad network may com-
pare the keywords associated with ads with the keywords indicat-
ing a user’s preference in order to serve personalized ads. To obtain
personalized recommendations from these systems, users are typ-
ically required to provide their personal data to the recommender
for processing and analytics.

Although personalized recommendation is greatly beneficial,
directly exposing users’ private data to the recommender poses
privacy risks for users [4–6]: ① The provided data undesirably dis-
closes the users’ personal interests to the recommender; ② the
provided data may be abused by the recommender, for example,
by a recommender selling user data to third parties for financial
incentives without user consent [4]; and ③ the provided data
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may be stolen by motivated attackers due to security breaches on
the recommender side [5,6]. Therefore, it is of paramount impor-
tance to develop privacy-preserving techniques for recommenda-
tion systems, so that the intelligence of recommendation systems
is preserved while user privacy is respected.

In this paper, we survey the literature related to personalized
recommendation services with privacy protection. We first present
the general architecture of real-world recommendation systems,
and the privacy issues therein. We then provide a comprehensive
survey of existing solutions that can support privacy-preserving
personalized recommendation services. As mentioned above, the
mechanisms adopted in recommendation systems are usually
either CFB or CB. Based on this observation, we first classify the
existing solutions into two broad categories: ① privacy-
preserving CFB recommendation and ② privacy-preserving CB
recommendation. In the first category, existing works are further
classified into private neighborhood-based approaches and private
machine learning-based approaches, according to the concrete
plaintext techniques adopted. In the second category, existing
works are further classified into private targeted advertising and
private targeted coupon delivery, according to the concrete appli-
cation settings. Therefore, there are four explicit categories in total.

When describing the representative existing works in each cat-
egory, our key insight is to further classify them based on their
underlying security strategies/techniques for privacy protection;
for example, some works rely on cryptographic techniques such
as homomorphic encryption and garbled circuits (GCs), while
others resort to data obfuscation techniques. Among the large vol-
ume of works in this trending area, we carefully select highly cited
representative works that describe popular techniques, as well as
papers that deliver significantly new and emerging techniques.
Our goal is to cover each category as comprehensively as possible
in order to call for further motivated research activities.

The rest of this paper is organized as follows. Section 2 presents
the general architecture and privacy issues of recommendation
systems. Section 3 describes existing works on privacy-
preserving CFB recommendation. Section 4 describes existing
works on privacy-preserving CB recommendation. Section 5 dis-
cusses some future research directions, and Section 6 concludes
the paper.

2. Recommendation systems

2.1. System model

Recommendation systems aim to provide accurate recommen-
dations for users by collecting and processing their personal data
using effective approaches [7]. The system model of a personalized
recommendation service is illustrated in Fig. 1. It contains two
primary entities: users and recommender. Each user has some

personal data on her local device (e.g., a smartphone), which
indicates her personal interests/preferences. The recommender
collects the users’ personal data, processes the collected data,
and provides personalized recommendations for the users. The
generated recommendations can be provided or shown to users
in various ways, such as through messages and pop-up windows.

To process the collected user data for recommendation, the
recommender may adopt different kinds of techniques. Roughly
speaking, according to the adopted techniques, recommendation
systems can be classified into two categories: CFB recommenda-
tion systems and CB recommendation systems. As mentioned ear-
lier, CFB recommendation systems recommend items based on the
similarity between users. That is, items recommended to a partic-
ular user are those preferred by other users that share similar
preferences [3]. In contrast, CB recommendation systems conduct
recommendation based on the properties of items, which may be
described by certain explicit features (e.g., attributes and
characteristics).

To leverage the similarity between users, CFB recommendation
systems usually adopt either neighborhood-based approaches or
machine learning-based approaches. Neighborhood-based
approaches directly compute the similarity relationship between
users [8], and leverage this relationship to generate personalized
recommendations. In contrast, machine learning-based approaches
first learn a mathematical model from the collected user data, and
then apply the model to generate personalized recommendations.

2.2. Privacy issues

The more personal data a recommender collects, the more
accurate recommendations users can obtain. The user data
collected by the recommender may include information about
the users’ identity, demographic profile, behavioral data, purchase
history, rating history, and more [9]. Such information can be very
privacy-sensitive. For example, the demographic profile refers to
demographic characteristics of the customer, such as age, gender,
weight, and level of education; behavioral data refers to dynamic
data of the customer, such as location, activity status, and brows-
ing history; and rating history refers to the votes that the customer
has provided on items. Providing such information to the
recommender in the clear would pose undesirable privacy risks.
For example, user data could be sold to a third party by the
recommender without user consent, or could even be stolen by
motivated attackers. Therefore, protecting user data in recommen-
dation systems is of critical importance.

3. Privacy-preserving CFB recommendation

CFB recommendation systems typically recommend items
based on similarity measures between users [3]. To support the
functionality of CFB recommendation while preserving user
privacy, a number of works on privacy-preserving CFB recommen-
dation have been undertaken. Because CFB recommendation
systems usually adopt either neighborhood-based approaches or
machine learning-based approaches, we classify these existing
works into two categories: private neighborhood-based
approaches and private machine learning-based approaches.

3.1. Private neighborhood-based approaches

Existing solutions under the umbrella of private neighborhood-
based approaches usually adopt techniques from two main cate-
gories. The first category is cryptographic techniques [4,6,10,11]
and the second is randomization techniques [12–14].
Cryptographic technique-based solutions generally require high

Fig. 1. The system model of a personalized recommendation service. The recom-
mender may adopt either collaborative filtering-based (CFB) techniques or content-
based (CB) techniques.
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