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a b s t r a c t

Cloud computing is a complex system with combination of diverse networked devices that supports
demanded services. The architecture of cloud computing consists of different kinds of configurable dis-
tributed systems with a wide variety of connectivity and usage. The organizations are adapting to cloud
networks at a rapid pace due to the benefits like cost-effectiveness, scalability, reliability and flexibility.
Though the primary merits of cloud computing are promising facts, cloud networks are vulnerable to
various kinds of network attacks and privacy issues. The features like multi tenancy and the third party
managed infrastructure in cloud environment necessitates the requirement of identity and access man-
agement mechanism. The problems involved in secure access to cloud resources have been addressed by
many academicians and industry personnel. In this paper, the issues related to authentication, access
management, security and services in cloud environment are surveyed along with the techniques pro-
posed to overcome the same. A detailed comparative study of the existing techniques in the perspective
of cloud service providers and cloud users that include identity and access management, security issues
and services in the cloud environment are highlighted.
� 2018 Karabuk University. Publishing services by Elsevier B.V. This is an open access article under the CC

BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

Cloud computing is a combination of different configurable
computing resources like networks, servers, storages, services,
applications that help in providing convenient and on-demand
access to the cloud users [1]. Cloud computing is largely mentioned
by people and is currently used in many commercial fields. Cloud
service providers (CSPs) are responsible for identity and other
kinds of management in cloud environment. However, a large
number of data leakage incidents are caused due to the vulnerabil-
ities in identity management systems [2]. Identity and access man-
agement (IAM) in cloud environment is a crucial concern for the
acceptance of cloud-based services. Presently, the mechanism of
identity management is mainly CSP-centered, which hardly meets
the requirement of users’ flexible and fine-grained access control
policy.

The cloud environment is generally classified as Private Cloud,
Public Cloud and Hybrid/Federated Clouds. A private cloud is
designed and dedicated to the needs of a specific organization. In
a public cloud environment, infrastructure support to multiple
organizations is facilitated and managed by third party provider.
Public cloud model is also known as multi-tenant environment
which shares the resources among the organizations to bring down
the overall service cost. Hybrid or Federated cloud infrastructure is
a mix of on-premises, private and public cloud services. Another
concept in cloud infrastructure is multi-provider clouds which is
an environment that relies on multiple clouds providers and
divides the work load among the cloud environment. There are also
different cloud environments which is specifically designed to sup-
port the service like Internet of Things (IoT) cloud services which
are specifically designed to handle and analyse the data from IoT
devices and mobile cloud services which uses cloud computing
to deliver applications to mobile devices.

Cloud computing is commonly divided into three primary cloud
service models, such as Software-as-a-Service (SaaS), Platform-as-
a-Service (PaaS), and Infrastructure-as-a-Service (IaaS). Cloud is

based on service-oriented architecture which has the capability
of providing Database-as-a-service (DbaaS), Identity-as-a-service
(IDaaS) and Anything-as-a-Service (XaaS) [3]. Cloud computing
provides a better way of handling resources in both industry and
academia. Cloud system is vibrant in nature by considering numer-
ous users, devices, networks, organizations, and resources that are
frequently connected and disconnected to the system. The best
option for the cloud service model that has to be implemented is
determined through a number of factors. The important factors
that are to be considered are flexibility, scalability, interoperability,
and control of service [4]. Cloud computing requires extensive
authentication and authorization mechanism to secure its data
and resources due to the complexity of usage. Lack of efficient
mechanism creates multiple challenges in cloud environment
which include identity management, risk management, trust man-
agement, compliance, data security, privacy, transparency, and
data leakage [5]. Another facet of cloud systems is complexity
and their associated security challenges. The loss of control and
transparency issues are also created while storing and processing
user information by Cloud Service Providers (CSPs), or outside
the organizational boundaries. Due to these distinctive security
challenges, the cloud environment adoption is slow regardless of
the assured and attractive features of the cloud. In spite of the
aforesaid problems, the organization has a tendency of reluctance
in contributing their critical identity information to the cloud [6].

In a cloud system, the storage and processing of data is per-
formed by organizations or with the help of third party vendors.
The service provider has to ensure that data and applications
stored in cloud are protected as well as the infrastructure is in
secure environment. Further, users need to verify that their cre-
dentials for authentication is secure [7]. There are many security
issues that compromise data in the process of data access and stor-
age in the cloud environment, especially in the case of data storage
with the help of third party vendors who themselves may be a
malicious attacker. Though standards and best practices are
available for overcoming such security problems, cloud service
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