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Smishing word is constructed by combining two words that are SMS and Phishing [1]. Mobile phishing is an 
emerging threat in which malicious person sends an SMS message to the user, and that SMS contains links to 
malicious applications and Webpages. The phishers will not only get money but also acquire information about 
contact numbers, mobile device versions, photos, etc. According to a study, 44% of users are not aware of the 
security solution available for mobile devices [2].  

 
It was estimated that out of 10, seven people do not take any action against unwanted messages [3]. Attackers 

have now shifted their focus to mobile users due to several reasons. First is - extensive use of smartphones, second is 
- increase in dependency of users on smartphone applications for performing various tasks. Third, the user believes 
that with two-factor authentication method, only trusted messages will be delivered to their devices [5]. Multiple 
reports evidently indicate that Smishing attacks have dramatically increased over the last few years. In 2016, a 
customer of UK bank Santander lost 22,700 Pound in an SMS phishing scam [4]. According to Dimensional 
Enterprise Mobile security Survey report and it shows that smishing attack stands at the second position in all kind 
of mobile devices attacks [14].  

There is two type of defense methods are used to detect fake mobile SMS. The first method is the blacklist based 
technique that stops the incoming SMS from the fake sources [17]. However, blacklist-based techniques do not 
cover all the fake sources, as a criminal can purchase any mobile number to send the bogus SMS. The second type 
of solution is based on the machine learning algorithm where various features are extracted and compute from the 
SMS to take appropriate decision. The advantage of the machine learning based technique is that it can detect the 
fake message coming from any source. Data mining methods help in the feature extraction and finding the relation 
between them [16]. These approaches identifying hidden knowledge from datasets in terms of rules and make the 
decision based on extracted rules. Human easily understands these rules and their rules are written in the form of IF-
condition THEN action.  

In this paper, we employed the rule-based data mining classification approach in the prediction of smishing SMS. 
We study the various characteristics of text messages in depth and then found nine rules which can efficiently filter 
smishing SMS to the legitimate one. We then use rule-based classification algorithm namely Decision Tree, 
RIPPER and PRISM to apply these rules. In this, we have also identified the minimal effective feature set in the 
detection of smishing messages. Moreover, we recognise the best rule-based classification algorithm in the 
classification of smishing messages. The performance of the proposed approach is evaluated, and it achieved more 
than 99% of true negative rate and 92% true positive rate. 

The rest of the paper is organized as follows. Section 2 presents the related work. Section 3 presents the overview 
of the rule-based approach. Section 4 presents the experimental evaluation. Finally, Section 5 concludes the paper 
and present the future work. 

2. Related Work 

This section discusses the various existing mobile phishing detection techniques. The existing mobile phishing 
detection techniques divide into following categories.  

2.1. User Education Based Schemes 

The educational based solutions emphasis on educating the mobile users about the characteristics of phishing 
message through training, workshop and awareness programs so that they correctly identify the phishing attack [8]. 
However, the phishing attack becomes successful due to human flaws and ignorance. This conceptual knowledge 
may help the users in avoiding phishing attacks.  

2.2. Technical solutions to mitigate mobile  phishing attack 

The technical solutions are also cost-effective and easy to implement (driven and download ) as compare to 
educational based solutions. In this, Amrutkar et al. [9] proposed a mechanism named KAYO, which differentiates 
between the malicious and genuine mobile webpages. It detects mobile malicious pages by measuring 44 mobile 

featu
featu

Jo
in th
cons
meth
anno
the a
and 
spec
and 

In
Ther

3. Pr

In
that 
mob
two 
cred

 
 
 
 
 

We 
arch

P
boun
norm

ures from web
ure set is divid
oo et al. [6] p
heir system to
sists of SMS 
hodology to f
ouncement’ an
accuracy of Sm
SMS. The pro

cial characters
spam domain
n the literatur
refore, we nee

roposed Rule

n this section,
protects the u

bile user. The 
categories (i.

dentials. As pe
It contains
Advertisin
Self-answe
Announcin
Intended to

have conside
hitecture of the
Preprocessing 
ndary of sente
malized and un

"

bpages. Out o
ded into four c
proposed a mo
o filter Smish
monitor, SMS
filter out smi
nd ‘marketing
mishing, spam
oposed techniq
s, gappy word
. They have e
re, we can co
ed a technique

e-Based Appr

 we discuss o
user from the 
smishing dete
.e., smishing 
er our observat
s the bogus fak
ng something l
ering SMS ask
ng user as a w
o spread some

ered these ch
e proposed app
- Pre-process

ences, tokeniz
nambiguous te

"Ankit Kumar Jai

of these 44 fe
classes namely
odel ‘S-Detect
hing messages
S analyzer, SM
ishing messag
g advertisemen
m and ham me
que used 11 f
s, message me
valuated their

onclude that n
e that can prot

roach 

our proposed o
phishing SM

ection is a typ
and legitimat
tion, we find t
ke links, emai
like providing
king the user t

winner of some
e fake news. 

Fig. 1. 

haracteristics 
proach. The p
sing the entir
zation, auto w
ext that makes

in et al." / Proced

features, 11 ar
y HTML, mob
tor’ for detect
s by finding t
MS determina
ges from spam
nt’. They hav
essages. Alfy 

features namel
etadata, JavaS
r proposed mo
no single tech
tect the user ag

of smishing de
MSs by blockin
pe of binary cl
te). Smishing 
the followings
il address or a
g free minutes
to subscribe o
e fake contest 

Architecture of th

while makin
proposed appro
re SMS Corp

word spacing, a
s further proce

dia Computer Scie

re newly iden
bile specific, U
ting Smishing
the words use
ant, and Data
m messages. 

ve applied the 
et al. [15] pro

ly presence of
Script code, fu
odel on five em
hnique exists 
gainst smishin

etection mode
ng these mess
lassification p
message is a

s characteristi
a cell number. 
s, etc. 
or unsubscribe

and luring him

he Proposed App

ng the propos
oach contains

pus to remove
and lowercase
essing of the t

ence 00 (2018) 00

ntified mobile
URL and Java

g attack. They 
ed more often
abase. Foozy e

Authors app
Bayesian tec

oposed a spam
f URLs, likely
unction words
mail and SMS
that can dete

ng attacks. 

el. The propos
ages and deli
roblem where

a harmful spa
ics of Smishin

e any service. 
m using the pr

proaches 

sed rule set. 
 following thr
e the redunda
e text convers
text easier for 

00–000 

e specific feat
aScript feature
used Naïve B

n in these mes
et al. [7] prop
lied two rule

chnique in WE
m filtering mo
y spam words,
s, recipient add
S datasets. 
ect smishing a

sed approach i
vering only N
e a message ca
am message th
ng message:  

rize money. 

Figure 1 pre
ree phases. 
ancy. Preproc
sion. The outp
r the upcoming

tures. KAYO
es. 
Bayesian Clas
ssages. S-Det
posed a rule-b
es namely ‘w
EKA tool to c
odel for both e
, emotion sym
dress, subject 

attacks efficie

is a security m
Normal ones t
an be the divi
hat steals per

esents the sy

cessing recog
put of this pha
g phases. 

3

’s 44 

sifier 
tector 
based 

winner 
check 
email 

mbols, 
field 

ently. 

model 
to the 
ide in 
sonal 

ystem 

gnizes 
ase is 



Download English Version:

https://daneshyari.com/en/article/6900719

Download Persian Version:

https://daneshyari.com/article/6900719

Daneshyari.com

https://daneshyari.com/en/article/6900719
https://daneshyari.com/article/6900719
https://daneshyari.com

