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Highlights

e This paper presents a certificateless aggregate signature scheme for green Healthcare Wireless Sensor
Network.

e The proposed scheme does not require certification and is free from key escrow problem.

e We have used batch verification technique for speedy verification of signatures. Security of the proposed

scheme is proved using Random Oracle Model.
Abstract

Healthcare industry is one of the areas where wireless sensor network provides a lot of opportunities. Online data
sharing in healthcare industry not only increases the efficiency but also reduces the time constraints. In the
healthcare wireless sensor network, patient’s report is available online for health professionals without any delay
after patient’s checkup. Data privacy becomes an important issue in healthcare industry due to direct involvement of
personal health related data of patients. Modified data may become a serious cause of casualty for patient. Digital
signature scheme is a technique of public key cryptography that is widely accepted in digital world to retain privacy
and integrity. Certificateless public key cryptography was proposed to remove the complication of certificate
management in public key cryptography as well as the key escrow problem inherited in identity based cryptography.
An aggregate signature scheme is a many to one map which maps different signatures on different messages to a
single signature. This feature is very beneficial in an environment which is constrained by limited bandwidth and
low computational time/effort, such as wireless sensor network, vehicular ad-hoc network and Internet of things.
Our proposed certificateless aggregate signature enjoys the goodness of both the concepts, certificateless and
aggregate. We construct a certificateless aggregate signature scheme and prove the security of constructed scheme

by using widely-accepted Random Oracle Model under the computationally hard Diffie-Hellman assumption.
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