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Do CHANGE Platform: A Service-Based Architecture
for Secure Aggregation and Distribution of Health and

Wellbeing Data

Idowu Ayoola*a,b, Mart Wetzelsa, Peter Petersa, Sander van Berlob, Loe Feijsa

aDesigned Intelligence, Department of Industrial Design, Laplace 32, 5612 AZ, University
of Technology, Eindhoven, The Netherlands

bOnmi B.V., Torenallee 30-10, 5617 BD, Eindhoven, The Netherlands

Abstract

Over the last decade, the adoption of open API standards offers new ser-

vices meaningful in the domain of health informatics or behavior change. We

present our privacy-oriented solution to support personal data collection, distri-

bution, and usage. The proposed result uses NodeJS servers, OAuth2 protocol

for Authentication and Authorization, a publish-subscribe semantic for real-

time data notification and Cron for APIs without a notification strategy. It

uses Distributed Data Protocol to control and securely provision data to dis-

tributed frameworks utilizing the data and those distributed applications are

exemplified. This platform promises to reduce development costs for research

projects and small businesses to allow them to focus on the application layer

utilizing personal information. This solution can easily be configured to support

custom or new data sources with open API and can scale. Maintaining the sep-

arate ecosystem services was trivial. The adopted distributed protocol was the

most challenging to manage due to its high RAM usage. And implementing a

fine-grained privacy control by end-users was challenging in an existing clinical

enterprise system.
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