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a b s t r a c t 

Biometric identity verification refers to technologies used to measure human physical or behavioral char- 

acteristics, which offer a radical alternative to passports, ID cards, driving licenses or PIN numbers in 

authentication. Since biometric systems present several limitations in terms of accuracy, universality, dis- 

tinctiveness, acceptability, methods for combining biometric matchers have attracted increasing attention 

of researchers with the aim of improving the ability of systems to handle poor quality and incomplete 

data, achieving scalability to manage huge databases of users, ensuring interoperability, and protecting 

user privacy against attacks. The combination of biometric systems, also known as “biometric fusion”, 

can be classified into unimodal biometric if it is based on a single biometric trait and multimodal bio- 

metric if it uses several biometric traits for person authentication. 

The main goal of this study is to analyze different techniques of information fusion applied in the 

biometric field. This paper overviews several systems and architectures related to the combination of bio- 

metric systems, both unimodal and multimodal, classifying them according to a given taxonomy. More- 

over, we deal with the problem of biometric system evaluation, discussing both performance indicators 

and existing benchmarks. 

As a case study about the combination of biometric matchers, we present an experimental comparison 

of many different approaches of fusion of matchers at score level, carried out on three very different 

benchmark databases of scores. Our experiments show that the most valuable performance is obtained 

by mixed approaches, based on the fusion of scores. The source code of all the method implemented for 

this research is freely available for future comparisons 1 . 

After a detailed analysis of pros and cons of several existing approaches for the combination of bio- 

metric matchers and after an experimental evaluation of some of them, we draw our conclusion and 

suggest some future directions of research, hoping that this work could be a useful start point for newer 

research. 

© 2016 Elsevier B.V. All rights reserved. 

1. Introduction 

Biometrics refers to technologies used to measure human phys- 

ical or behavioral characteristics such as iris, face, fingerprints, 

retina, hand geometry, voice or signatures and using such mea- 

sures to detect and recognize individuals. Biometric identity veri- 

fication offers a radical alternative to passports, ID cards, driving 

licenses or PIN numbers in authentication. Since biometrics au- 

thentication uses unique physical traits, the user is not required 

to carry any additional ID document. Moreover, unlike most tradi- 

tional authorization systems such as personal identification num- 

bers (PINs), passwords, or ID card, biometric credentials cannot be 
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lost, forgotten, guessed, or easily cloned. Most common biomet- 

ric systems include an enrollment and an identification/verification 

phase. Enrollment consists in the acquisition by a scanner of a "live 

sample" of the biometric of the person to be identified, followed by 

processing and storing as a template. Verification involves match- 

ing a captured biometric sample against the enrolled template that 

is stored in order to identify/verify user identity [1] . 

Since the first elementary fingerprint recognition system was 

proposed in early 20 century, the research community has spent 

energy to find out new biometric modalities, that is any physical 

or behavioral characteristic which satisfies the conditions of uni- 

versality , discriminative amongst the population, invariance against 

time, easily collectible and difficult to reproduce/cheat. Based on 

the above criteria, several distinctive traits have been identified 

[2] : physiological (e.g. fingerprint, face, iris), behavioral (e.g. sig- 

nature, gait, voice), medico-chemical (e.g. DNA, ECG) and soft (e.g. 

height, gender, ethnicity). 
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Fig. 1. General flow of a biometric system. 

Biometric Identification is a One-to-Many matching of the cap- 

tured biometric sample against all stored templates in order to 

determine a person’s identity even without his/her knowledge or 

consent. For example, using a latent fingerprint to identify a crim- 

inal or scanning a crowd with a camera and using face recognition 

technology to find someone. In identification the user’s biometric 

input is compared with the templates of all the persons enrolled 

in the database and the system outputs either the identity of the 

person whose template has the highest degree of similarity with 

the user’s input or a rejection decision indicating that the user is 

not present in the DB. An extension to identification is screening , 

where the biometric system is called to guarantee that a particular 

individual does not belong to a watch list of identities. 

Biometric Verification is a One-to-One matching of the captured 

biometric sample against the template of the person he/she claims 

to be, the identity claim is accepted as “genuine” if the degree of 

similarity is sufficiently high, as “impostor” otherwise. For exam- 

ple, fingerprint or retinal scans can be used to grant access to re- 

stricted areas or a bank account [1] . Many biometric applications 

(i.e. the FBI-IAFIS and US-VISIT IDENT program) work in the identi- 

fication mode, and since the number of enrolled users can be very 

huge identification is significantly more challenging than verifica- 

tion. 

Different biometric systems share a common general flow 

( Fig. 1 ), which is composed by four main components: 

• Acquisition module : The first component of a biometric system 

is acquisition of the biometric data of an individual from a bio- 

metric sensor hardware. For face and iris images, the sensor 

is typically a camera, for fingerprints, the sensor is typically a 

scanner, for voice data, the sensor is a microphone. The quality 

of the acquisition module has a significant impact on the per- 

formance of the system which is sensitive to the environmen- 

tal conditions (i.e. changes in brightness of an image), quality 

of sensor (i.e. dpi of the image), human factor (i.e. pose varia- 

tions). 
• Feature extraction module : The acquired data is pre-processed 

to remove noise or other abnormalities present and then sub- 

jected to the feature extraction process in order to extract bio- 

metrical values that ideally must describe uniquely an individ- 

ual, so that biometric data collected from one individual, at dif- 

ferent times, are “similar”, while those collected from different 

individuals are “dissimilar”. For example, the position and ori- 

entation of minutiae points in a fingerprint image are used in 

a fingerprint system. The features extracted during enrollment 

are stored in a template, which is a possibly small and easy 

to process. In order to improve interoperability among different 

biometric systems there exist proposals of standard format of 

templates, i.e. for fingerprint they are based only on minutiae 

points. 
• Matching module : In this module, which is not used during en- 

rollment, the feature values from an unknown individual are 

compared against those in the stored template by generating 

a matching score indicating the degree of similarity between 

a pair of biometrics data. The score should be high for fea- 

tures from the same individuals and low for those from differ- 

ent ones. For example in a fingerprint system, the number of 

matching minutiae points between the query and the template 

can be returned as a matching score. Usually matching is a dif- 

ficult pattern-recognition problem due to large intra-class varia- 

tions (caused by bad acquisition, noise, different environmental 

condition, distortions, etc.) and large inter-class similarity (i.e. 

differencing identical twins is very difficult in face recognition). 
• Decision component : In this module the user’s identity is estab- 

lished (identification) or a claimed identity is accepted/rejected 

(verification) based on the matching score. Usually the final 

decision is taken by comparing the matching score to a fixed 

threshold, which is selected according to consideration about 

the degree on security required by the application. 

Unfortunately biometric systems also presents several limita- 

tions which in some cases make the performance of one single 

biometric modality insufficient for the related application in terms 

of accuracy, universality, distinctiveness, acceptability. Main limita- 

tions of biometric systems [3] are related to (i) variable environ- 

mental conditions (i.e. noise, changes in illumination, pose) which 

may heavily affect the accuracy of the system, in particular when 

acquisition is not performed in constrained conditions, (ii) large 

intra-class variations caused by acquisition in different conditions 

or aging effects, (iii) non-universality of some biometric credential 

due to illness or disabilities, (iv) spoof attacks that are performed 

by falsifying a biometric trait and then presenting this falsified in- 

formation to the biometric system. 

In order to overcome such limitations, methods for combin- 

ing biometric matchers have attracted increasing attention of re- 

searchers [4] with the aim of improving the ability of systems 

to handle poor quality and incomplete data, achieve scalability to 

manage huge databases of users, ensure interoperability and pro- 

tect user privacy against attacks. The combination of biometric sys- 

tems, also known as “biometric fusion”, can be classified into two 

groups [5] : unimodal biometric systems perform person recogni- 

tion based on a single source of biometric information which is 

processed using different approaches, multimodal biometric sys- 

tems acquire and use several biometric traits for person authenti- 

cation. Some samples of possible sources of information, in a uni- 

modal and a multimodal system, are depicted in Fig. 2. 
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