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Abstract—This paper proposes an improved method of reversible data hiding in encrypted images
(RDH-EI). Three parties constitute the proposed system: the image owner, the remote server and the
recipient. To preserve privacy, an image owner encrypts the original image using a stream cipher algorithm
and uploads the ciphertext to a remote server. On server side, a data-hider is allowed to embed additional
message into the encrypted image using a swapping/shifting based algorithm. After downloading the
marked encrypted image from the server and implementing the decryption, a recipient can extract the
hidden messages and losslessly recover the original image. Experimental results show that the proposed
method achieves a larger payload than the related works. Meanwhile, a limitation in the related works that
few bits can be embedded into the encrypted medical images is also eliminated in the proposed method.

Index Terms—Reversible data hiding, image encryption, image recovery

1. Introduction

Reversible data hiding (RDH) is a technique to embed additional message into a cover media, such
as military or medical images, using.a reversible manner such that the original cover content can be
perfectly restored after the extraction of hidden messages [1][2]. Reversible data hiding in encrypted
images (RDH-EI) is a new topic of reversible data hiding [3]. This technique allows a service provider
to embed additional messages into encrypted images without accessing the original contents, and
guarantees that the original images can be losslessly recovered on the recipient side. RDH-EI technique
can be used in many applications [4-12]. For example in medical systems, the medical images can be
encrypted before uploading to a server if a patient does not allow his/her privacy to be revealed to
outsiders. Meanwhile, for a better management, the database administrator can embed the medical
records or the patient’s information into the encrypted image. This way, the storage payload can be
saved, and the profile management is more convenient. On the other hand, when a doctor downloads
the encrypted images containing additional information from the medical server, he/she can extract the
patient’s information exactly and recover the original medical images for diagnosis without any error.

Some works have been done in the field of RDH-EI. Generally, there are two kinds of RDH-EI
approaches: the joint RDH-EI and the separable RDH-EI. In the former technique, hidden messages
are extracted from the marked encrypted image by the user who has the decryption key, which is
realized together with image recovery. While in the latter technique, hidden messages can be extracted
by the one who has not the decryption key, in which data extraction and image recovery are separated.
Compared with separable RDH-EI methods, joint RDH-EI methods always estimate the spatial
correlation of pixels inside the original image. As a result, the marked image should be decrypted
before extracting the hidden message and recovering the original contents.

RDH-EI was first proposed in [3], in which a content owner encrypts the original image using a
stream cipher algorithm, and a data hider embeds additional message into encrypted blocks by flipping
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