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 This paper presents a literature review of image steganography techniques in the 
spatial domain for last 5 years. The research community has already done lots of 
noteworthy research in image steganography. Even though it is interesting to 
highlight that the existing embedding techniques may not be perfect, the objective of 
this paper is to provide a comprehensive survey and to highlight the pros and cons of 
existing up-to-date techniques for researchers that are involved in the designing of 
image steganographic system. In this article, the general structure of the 
steganographic system and classifications of image steganographic techniques with 
its properties in spatial domain are exploited. Furthermore, different performance 
matrices and steganalysis detection attacks are also discussed. The paper concludes 
with recommendations and good practices drawn from the reviewed techniques. 
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1.  Introduction 

Internet revolution provides the easiness in digital 
communication; meanwhile, it also becomes a challenge for 
securing the information over the open network. In order to 
address the security of information, numerous approaches 
have been proposed in the field of security systems under 
information encryption and information hiding as depicted in 
Fig. 1. Information encryption known as cryptography 
scrambles the secret message in such a way that it becomes an 
unintelligent message to eavesdroppers. However, this is 
always incapable of being encrypted the secret message, it 
draws attention. 1 Therefore, it is required an invisible 
communication without noticing to anyone the 
communication will happen in some cases. This is the reason 
why information hiding mechanism is needed. Information 
hiding consists of two subdisciplines, i.e. steganography and 
watermarking [1]. Both steganography and watermarking are 
used to hide the secret message and are closely related to each 
other, but both lies on different objectives. The main concern 
of steganography is to conceal the existence of 
communication and protection of secret data. In contrast, 
watermarking is to protect the integrity of secret data with or 

without concealing the existence of communication from 
eavesdroppers. The main purpose of watermarking 
applications is to protect the intellectual property of the 
contents. However, Table 1 (an extension of Cheddad et al.) 
shows basic characteristic between information encryption 
and information hiding systems.  

F ig. 1 Basic security system branches (based on Cheddad et al.)  

Researchers have shown a great interest in image 
steganography for last decade. It becomes the most 
widespread research area due to easy of multimedia content 
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