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Abstract

Contrast enhancement (CE), one of the most popular digital image retouching technologies, is frequently utilized for
malicious purposes. As a consequence, verifying the authenticity of digital images in CE forensics has recently drawn
significant attention. Current CE forensic methods can be performed using relatively simple handcrafted features based
on first-and second-order statistics, but these methods have encountered difficulties in detecting modern counter-forensic
attacks. In this paper, we present a novel CE forensic method based on convolutional neural network (CNN). To the best
of our knowledge, this is the first work that applies CNN to CE forensics. Unlike the conventional CNN in other research
fields that generally accepts the original image as its input, in the proposed method, we feed the CNN with the gray-level
co-occurrence matrix (GLCM) which contains traceable features for CE forensics, and is always of the same size, even
for input images of different resolutions. By learning the hierarchical feature representations and optimizing the
classification results, the proposed CNN can extract a variety of appropriate features to detect the manipulation. The
performance of the proposed method is compared to that of three conventional forensic methods. The comparative
evaluation is conducted within a dataset consisting of unaltered images, contrast-enhanced images, and counter-
forensically attacked images. The experimental results indicate that the proposed method outperforms conventional
forensic methods in terms of forgery-detection accuracy, especially in dealing with counter-forensic attacks.
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1. Introduction

As image and video editing techniques rapidly develop, image manipulation has become an easy process that can be
exploited for malicious purposes, such as copyright infringement, and spreading false information in the news media or
litigation. In recent years, various digital forensic methods have been proposed to verify the authenticity of multimedia
data. Digital image forensics identifies traceable statistical artifacts left behind after an image alteration and distinguishes
forgeries from unaltered images. In general, image manipulation leaves unique fingerprints on images; thus, most digital
image forensic methods focus on detecting different types of image manipulations, which are broadly divided into two
categories: 1) content-preserving operations including resampling [1], compression [2], median filtering [3,4], and contrast
enhancement (CE) [5-7]; and 2) content-changing operations, such as splicing and copy-move manipulation [8-10].
Although the content-preserving operations may not pertain to malicious image tampering, detecting these alteration is
still forensically significant. Especially, the detection of the globally applied CE manipulation can provide insight into the
processing history of an image [5]. Furthermore, since CE is frequently employed to disguise the evidence of image
tampering, detecting such a manipulation can provide useful prior information in the identification of content-changing
operations. Thus, this paper focus on the development of a forensic method of detecting the CE manipulation.
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